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Connection-specific DNS S

Link-local IPv6 Address
IPv4 Address.

Subnet Mask

Default Gateway

localdomain

fe80::307f:cabazaeS3:ebSdi2

192.168.52.143
255,255.255.0

192.168.52.2

:Windows -
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ipconfig xS} e

:Linux / Mac *
Terminal z8)

ifconfig :iS) e
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Host3
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) lea 254 48l 5 g2 ae .

fa0/l
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Switch2
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diall

Class A

Class B

Class C

Class D (Multicast)

Class E (Reserved)

(Octet 1) Joll a5,
126 J1 1

191 ,J1 128

223 J| 192

239 J| 224

255 ] 240

IP: olgie § I3 30 4] Slail ciloluw

IP: 172.20.5.9 > Class B
IP: 10.0.1.3 = Class A
IP: 192.168.1.100 = Class C
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. :Jia
(HTTP) cusaise o
—l (SMTP) S5 5Sl a5 o
(FTP) <lils J&i o

SafeLinx
Server

SafeLinx
Client

HTTP
applications

@*
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o gl
(HTTP, FTP Jio) drwluol Sloaz) 5)5g.10 iblio
2olylly SIS padl szl Slauhill p1%iud

(Client) Juasl jo SVLaGY 6 lHde piziwi

Slall

1023 -0

49151 - 1024

65535 - 49152

:Jlia o
192.168.1.10IP = 4l jleall
80 il o Joxy cuspdsa o
192.168.1.10:80 :Jba

gl
Well-known Ports
Registered Ports

Dynamic / Private Ports
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dadsgll JaSgigydl atal
Slalall Jai FTP 21,20
szl ol el Jgzall SSH 22
(ol jag) amd ;e aS=ill Telnet 23
gV gyl Jlay] SMTP 25 -
pd M oo MR . *

3 B S Aaad el Malial) (pamy SN Jgaa
Slslnill clowwl Jyg=i DNS 53 i
usll zéuni HTTP 80 -

L_Aléj‘ L }j\

1) Jliiawl POP3 110 -
wigyiSIV gyl 5)1s] IMAP 143
ool aauali HTTPS 443
193 5o wiSall by Juaiil RDP 3389
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Port 9 IP aladiuly Juadd) dales

fPort 5 IP plaaiuly JuaiVl dulee o5 oS
= r e Jlia f
‘ 1 s a8 ge il & e
(HTTP) 80 il + &l palall TP M) Wlha Jas 3 @
Potao (55678 ) djlea o e i o pdldl) e a )l oy o
IP:Port —<«—IP:Port :¢m Laila &9 Juald) o

o | - Client: 192.168.1.5:55678

19%:.; 192.168.1.2 Server: 172.217.0.46:80

\ 8
\ 8

[ Port 3389

ach diaia - 44 sall Ay jall draalsYl



o s da gidall 28Lially Adad yal) Clasagil)

Seina Jalds Mlial) g 13l @
B dglan ()93 da gida Blial) Gy <S5 1Y
S A dsa sl G gaalgad) Lgaadin
bl o ALl
BUND o (23) Telnet ¥ia ype (3l Al o
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:$ nmap -p 1-200 scanme.nmap.orqg
Starting Nmap 7.80 ( https://nmap.org ) at 2024-04-05 13:52
Nmap scan report for scanme.nmap.org (45.33.32.156)
Host is up (0.22s latency).
Other addresses for scanme.nmap.org (not scanned): 2600:3c061
Not shown: 198 filtered ports
PORT STATE SERVICE
22/tcp open ssh
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 6.71 seconds

(SS Ulai ) clSull) g pata Lgaaiiiu il gaf o
.L:4L4mliij\‘9 Jaluall L);::;éj :]1111211) (:‘~.
Al (B Aa gidal) 28Ul (= a] petstat Qe

AEl & Gllall 4S s Jds :Wireshark Q¢

:nmap aldiul Jla o
192.168.1.1 1000-1nmap -p
sl e die 1000 Jsl pands &
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€] 3aY) 2 Python 13l

:Python <) jraa s

B il g alail) ddg f

lE g e Ay g ciliiSa o g giat f

.(Windows, Linux, macOS) 4k g Ao Jaxi
OENAY) el g cpial) Cfiall) U (e pddied
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Python (2 4saY) clisal) g
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AlaY) cliSal) el o

ASAN ae Julaill — gocket

Python = Nmap k. ! — nmap
.(Packets) o =1l Jilsil — scapy
el ae Ja3ll — subprocess s os
Hash J) (» 3835 2 681 — hashlib
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ip = input("Enter IP: ") lec 2ilic de sana pandl Jag ‘—“JS‘“‘*

for port in range(l, 168):

= socket.socket({socket.AF_INET, socket. LR II)LJt}k;

.settimeout(8.5) .

esult = s.connect ex((ip, port)) :A-‘:.‘.BJ“ *

if result == @:

print{f”[+] Port {port} is open”) BEYY J@B;.U Aélia 54:.) JMSY\ 6,1J+3 Q

lze:
print(f"[-] Port {port} is closed") da gidal) MLl

s.close()

5
5
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import subprocess
168.1."
for i in range(76, 8@):
network}{i}" . . . . .
5 ', "-n", "1", "-w", "18ee", ip], 2 allzall 3 }@qxﬁ!\L_ALLETSﬁ! B\J\‘)‘b
Alae A5

ip = f"{n
result = subprocess.run{[“ping”, "-n
DE".-"P-JI_JLL,
5 .DEVNULL)

network = "192.

‘Tﬂuut—_LEpr

if result.returncode == 8:

print(f"[+] {ip} Active")
else:

print(f"[-] {ip} Inactive")
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import requests {ipinfo.io Jie e APT alasiuly

ip = input(“Enter IP: ") :e\dﬁu\!\ *
response = requests.get(f"https://ipinfo.io/{ip}/json”

data = response.json() I Aadaall aaleall &8 5a Judas e
print{"Geo-Location :", data.get("city"), "-", data.get("country™)) :\A}L&A dja (e & P aﬁ}d djiﬂ\ o Uy e

print{"Internet Service Provider:", data.get("org"))
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import itertools

password =

chars = "abcdefghijk1123456789" ol o

or guess in itertools.product(chars, repeat=len(password)): i
attempt = "'.join(guess) u_\; uj);ﬂ Al t_ﬂ_uSJ.d\ e uJ;;
print("Trying:", attempt)
if attempt == password:

print(" 8 Found:", attempt) .)))AJ\ YIRS A

break
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Aiay) cilblet) Ay il

(s pandll Jie) 35 Sl Jlae Y1 433y Python adiul
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