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Information gathering
Sniffing and eavesdropping
Spoofing

Session hijacking and Man-
in-the-Middie attack

SQL injection

ARP Poisoning
Password-based attacks
Denlal of service attack

Compromised-key attack

3%
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Malware attacks

larget Footprinting
Password attacks

Denial of service attacks
Arbitrary code execution
Unauthorized access
Privilege escalation
Back door Attacks

Physical security threats

Data/Input validation

Authentication and
Authorization attacks

Configuration management
Information disclosure
Session management issues
Buffer overflow issues
Cryptography attacks
Parameter manipulation

Improper error handling
and exception management

Auditing and logging issues

Outsider Types:

A- Network Threats:
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Sniffing and eavesdropping

Spoofing

Session hijacking and man-in-middle attack
SQL injection

ARP Poisoning 6 Denial of service attack
Password-based attack

Denial of service attack

Comprised key attack
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