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- Indicators of compromise (I0Cs) ‘o00°

Forensic evidence of potential intrusions on a host

system or network.

Data that indicates a system may have been infiltrated

by a cyber threat. They provide cybersecurity teams

with crucial knowledge after a data breach or another /" .

a

breach in security

G aY e Js cildle



10Cs

Malware, Signatures,

Exploits, Yulnerabilities,
IP Addresses

OF ATTACK

I0Cs vs I0As 20
0.0
~  REACTIVEINDICATORS 10As
= OF COMPROMISE = . .
fr— — Code Execution, Persistance,
/s Stealth, ( d Control
PROACTIVE INDICATORS RS AL RO

Loteral Movement



LN\

Al

White Hat

Hacker Types

The Six Types of Hackers

A MA A A M

b4 - -
 e—p— g g
Grey Hat  Black Hat Blue Hat Green Hat Red Hat

paa glé g iva R
s




- Hacking Steps ‘eOo
8

Footprinting
Sla glaall paa

2
Scanning

udﬂ.u

Gain Access
Ml e Jaaal
4
Maintain Access
J'v):tiY\ J'h Bliall
5
Remove Logs

P {AFEY







Encryption

Technical Controls 4:&ill k) gl

Firewall

aia) @l gl cpa 65  AAN Agland) J g pesa Adac) g LSERY Cul

4 - Encryption
s g ) 5 43031 Sliaa ) ddas 74l 4 - Antivirus Software
Jhdl) Al mal 4 - IDSs- Intrusion Detection Software
plgddl N Jadl Sllee iy 2a; O
s M ) - Firewalls
whsaa o) pdd ) EAY) ) JAW) e S e i o
< JLaaY) 50 - Least Privilege
Sl G sall Lgaliay Al S el G (SaY) aady addis JS R pladl O
La lad Sgaa Al 3
s adl) ils Bl - Motion detectors
oY) (e a8 5 Bl Aad) AR o






Threat VS Risk VS Vulnerability

-rn!‘ - .'\_ . N =
TG
54 Vulnerability | Bibal il |
Risk - ki

/

~ “ . NS
- . > i
: ‘ - W 3 -
Y - - S
- . - e,
- . 4 - 5
- : > .
o' - h
“ :
. r g \ !
s 3N 14 . s



Threat VS Risk VS Vulnerability
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- Tactics, Techniques, and Procedures (TTPs) 208

0_0
Tactics, Techniques, and Procedures (TTPs) are the :
9 (TTPs) Tactics
behaviors, methods, tools and strategies that cyber threat
actors and hackers use to plan and execute cyber attacks on I |

l
business networks. In short, they are the why and how of Techniques Techniques
cyber attacks that provide information to businesses on how 1
to respond to breaches and prevent future breaches from |
similar threat actors. Procedures f&gProcedures
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Cyber Kill Chain

Abnormal DNS Brute Force Altack
reverse 100kKup requests

A series of steps that trace stages of a

cyberattack from the early i
Unusual amount of cata

reconnaissance stages to the upioaded t

W varonis
us understand and combat : OENIAL CYBER KILL CHAIN

OF
SERVICE

exfiltration of data. The kill chain helps

ransomware, security breaches, and

advanced persistent attacks (APTs).

L 5 Lgalaiiind iy Al Cld) A1 agil a5 dlaal) 5 LSl (5 jidal L o sy il illanl) agd



- Information Assurance (IA) ‘o0

The practice of assuring information and o
managing risks related to the use, processing, 5“""“
5 S

2

storage, and transmission of information.
Security

o " . Countermeasures
Information assurance includes protection of the

integrity, availability, authenticity, non-repudiation
and confidentiality of user data

Information
States
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- Defense in Depth (DiD)

An information security approach in which a series of
security mechanisms and controls are thoughtfully
layered throughout a computer network to protect the

confidentiality, integrity, and availability of the network

and the data within
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PERIMETER

NETWORK

falall Leblan 5 Aalida Ak JS 5 bl saal 3 sl Jla b 4dde cumaaill s BRI (e dleal) Jundil ilaal) ik




Defense in Depth (DiD) .:.:.

Defense-In-Depth (DiD) f m \ Layered Cybersecurity
The Fan™ Defense Framework

asomated. OUTSIDE THREAT

m Server
Automsted  Enforcement Vitushztion
Messoge Secunty
Secum DAE's (anth-vins, ant-mabware) Apphcation
Gatewwy | Fiverd
NETWORK SECUR/T), Mahware
Web Proxy NACIEndpenmt paegpaging Analysis
Pemete: Vsl ComtantFiltaring Frofier Secunty . . = ;
Firewall vor Firewall ide Threats _" ylcal
Vusnerability Protection E“DPO‘NT SECUR’ry — Secumty
Mgmt ‘_’::::'M Enclave Endpoint Cantamt Sacuny Secunty wobie  Honeypet
Enforce 2 DataCenter Secunty et stbantwes)  Canguntion 230
c Firewall Entorcamant Complance Secumty o
Firwenll CIAM ok Most \\CATION SECy, Enterpriss Db
03/ W8 0Py 5?9 Database Ty Patch Remote
FOCC ICRAM m atabase Sacure Monitenng /Scanning  Static App Managemet Access
T Security Firewall Gatrway (Shid® | sodi DUF 2
A”v‘";,.,' OATA SECURIry o incident Reerting. O
oe XML Firewall Py " e Datection, Response 2
7 DAR IO/ Dy eSS0 by integriyy " °P s ol Ry z
Srcunty 4(4 ICEAM Protic Moniton DLP F‘\ Arhavion! e o
CyverThmst  Architecturs G, on  Entwprise wee i ara Situstional
Entorce & Design 4’6‘,, ICaAM Rights  Data/Dowve DOUP o¥ nomaly Anatysie  Awareness Y
L 8 DstaWiping mansgement Encryption S0CINOC Escaistion

Contnuous
thonitering
Securtty Dashdowd APT FocunadOps 8 Assnssmant 6

Secuntty Poicies Technology Roadmag  Penetration nsing
&Compliance /Centingal improvemert  Tasting
Ooom Rm Suuvm Amn Thewat  Viinenbiiny
ADs MNechoram ancoin] e wncomsupioadsiiay Guota © 2018 L Asseenl di ASS : gital 3 e Renortng

P Menitering x7)  Maragement




; ) 0%
Cyber Threat Intelligence - CTI ‘e’
®

. e : a ™
A collection and analysis of information about current Strategic Yactical
: High level information on Information on attackers’
and potential attacks that threaten the safety of an S e g
organization or its assets. High Level Executives and IT Service Administrators
. . . . . Management and SOC Managers
The benefit of threat intelligence is that it's a proactive & \ J
security measure, preventing data breaches and savin
. i : ? () Opmarmal ) )
i i inci Information on spesific
you the financial costs of cleaning up after an incident. = '::f:;i&l
Its purpose is to give companies an in-depth SaCE Miaea and -
’ . Network Defenser SOC Staff
understanding of the threats that pose the greatest risk
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to their infrastructure and tell them what they can do to

protect their business



Incident management (IcM)

An incident is an event that could lead to loss of, or disruption to,
an organization's operations, services or functions.
The activities of an organization to identify, analyze, and correct

hazards to prevent a future re-occurrence.
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Anti-Malware on Mail Servers

Anti-Malware on All Systems
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Boundaries or Firewalls

Antivirus Software
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Signature-Based Detection
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Checking File Integrity

Pop-up blockers o Spam Filters
Anti-Spyware
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®
ISO 27001 299,
0 0

ISO/IEC 27001 is an international standard on
how to manage information security.

It details requirements for establishing,
implementing, maintaining and continually
improving an information security management
system (ISMS) — the aim of which is to help
organizations make the information assets they

hold more secure.
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- General Data Protection Regulation 0
GDPR .

The General Data Protection Regulation (EU) 2016/679 (GDPR)
is a regulation in EU law on data protection and privacy in the
European Union (EU) and the European Economic Area (EEA). It
also addresses the transfer of personal data outside the EU and
EEA areas. The GDPR's primary aim is to enhance individuals'
control and rights over their personal data and to simplify the

regulatory environment for international business.
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LIMITATION ACCURACY INTEGRITY Ako
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- Payment Card Industry Data Security Standard (PCI DSS) -:0:-
©

The Payment Card Industry Data Security Standard (PCI Q Q

DSS) is a set of requirements intended to ensure that all G O se @
\ £C (-nvo,

companies that process, store, or transmit credit card S *

information maintain a secure environment. It was launched
on September 7, 2006, to manage PCI security standards

and improve account security throughout the transaction

Ne
:,'v°~,;“'
o ,(g

process. An independent body created by Visa, MasterCard, %, . ;;i;A
American Express, Discover, and JCB, the PCI Security @ e e @
Standards Council (PCI SSC) administers and manages the

PCI DSS. @ @
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- Health Insurance Portability and Accountability Act ,0:0,
HIPAA Ye®

It modernized the flow of healthcare information, stipulates how
personally identifiable information maintained by the healthcare '
and healthcare insurance industries should be protected from
fraud and theft, and addressed some limitations on healthcare
insurance coverage.[3] It generally prohibits healthcare providers

and healthcare businesses, called covered entities, from

disclosing protected information to anyone other than a patient

and the patient's authorized representatives without their consent.

With limited exceptions, it does not restrict patients from receiving H I PA A
information about themselves. CO M P L I A N T

Loyl (pediiasall 5 1S5 el 8 Alall da yall Ul Ales jlne



Juuadl Jwa " gjanll alac]

D101011Q
21010




