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Dear SunTrust Bank Customer,

To provide our customers the most effective and secure online access to their
accounts, we are continually upgrading our online services. As we add new features
and enhancements to our service, therse are certain browser versions, which will not
support these system upgrades. As many customers already knowy, Microsoft Internet
Explorer has significant 'holes' or vulnerabilities that virus creators can easily take
advantage of.

In order to further protect your account, we have introduced some new important
security standards and browser requirements. SunTrust security systems require that
you test your browser now to see if it meets the requirements for SunTrust Internet
Banking.

Please sign on to Internet Banking in order to verify security update installation. This
security update will be effective immediately. In the meantime, some of the Internet
Banking services may not be available.

SunTrust Internet Banking
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‘ Internet Options @

| Eeneralj Security {Plivaqy Il Content | Connections || F'togramsr Advanced |

Select a Web content zone to specify its security settings.

® Q 0 @
Internet Localintranet  Trusted sites  Restricted
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Internet
4 This zone contains all Web sites you
haven't placed in other zones

Security level for this zone
Move the slider to set the security level for this zone.
High
- The safest way to browse, but also the least functional

- Less secure features are disabled
- &ppropriate for sites that might have harmful content
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Destroy & Search - Spybot http://www.safer-networking.org/en/index.html

Pest Patrol http://www.pestpatrol.com/
LAl
(3] Joos Lenda 5l Lgalge 1S 056 il o8 L) sl )



8 yotieicn 4l Sl gdall (yal

Sl el el Jams i ald )5l Gl 51 e 3 T S

e Lgalane 3 5555 Ly sale 5 aodiase Pl g la slall 38 51 0 puldd

o O e LS 6 Gl adid el ey OF s pdded) el

) Jeeladl ol cslayl Lad AL Bl Ll s Il
sl 38 I g Jl 3 Lgns




alaall () yaa

Firewall

on 1 S5 o el w1 IS Ly el ) el st dl )
e el 6)_“‘«_‘.5(«_:&3)@.1_5\ (Hackers) (phkelall (3 gs ol 3 c Lol
it Ll e op YU 3V BLEL O gatann wT gb LeS . o 5V 0l slae
4O\JQQJJ\J.‘LA (Malware) &) CA\J,J\J&;}‘ ‘L@JW Sl ji 4:\.6.41\ r\.@jﬁb'j
.\Aﬁjbb}%iﬁt&b}ﬂb
LJ&JISTU_A43)&&@3&@&&#%&\})%?‘“&}&}
ikl oy W O Lol e 1 (Firewalls) Gpled] O e | Lis!
cu".«.ub-&g&;ﬁ (software) @Uﬁw;ﬁy g=Ua.s Lledl Sl 01 J 58 Olasi
=t gl 5l it Ol sl e cole bgals 0585 08 o guld| 1
Aoled) g Lo L ollladl 05 e 5,08 ST0 S il wliwsl g
J}J.ACLE} 4JNUTJjJ_§c~“J%;J\M\M3J§éW%L&\JUQ~S 59

Alaall Hlaa aa g [1]
St I3 e Sz oo s Ladll o535 gk Gladl om0 505
ST orSe Y Jzall s 01 e ((15) ISl o g0 eS¢ w1 3802 e ks 1)
3l 3y il ol o 33l pgedd ledl S35 £ LIS 058,
S (3o sl el I IS e 5 ¢ i) e 3l Gpebidlall e 513

83



5 s Ay Sloglal ) pol

Al g : (15) o3, S
LW sl oy @Il sLiedd 211 A2 G e plall) 431 50 DLk
Slasball = 2V ez el mal 150 3 anoy o b Y 4 Bl i e
JSal 3 o sl o 1 O Uiy ey b e W) AL ESCE)) ] o5 ]
il J o 1 OY ¢ ol glall il JLg G sl die J e 2(16) &3
Ll Ll DU odos (3 ISy sl pa gl 5l UiVl G b e (S8 1)
oy O 3l O phiball

Ll i e\»\:u’..»’ﬂ i 8 &?) (16) ij J&.ﬁ\



5 peans Bials Slaglall (pal
Taleall g Jexi S [2]
s Lo Aoled ] Ol s Lol ekl Ol Jos i b

Pt bt e enenad 3 Ll B s O] J 55 § 50l

(Packet Filtering) d——w A1 LU Gy jllae iy 2 O s (1)

OLS\.)!}f}fﬁld}#ZJM@@ﬂy\M&Quﬂ\M
Q—"é-s-’d"..} 4oﬁﬂd}#d§ﬂd?&\#\ai@gw§w\)‘&
L)rﬁ\ai&j4%@\)\&ﬂ&$‘§ﬂ\h}a§bﬁ\u;&&wkjrﬁdjﬂ‘w
(GO il 0y S el 1 (3 Aol 8y ey 55

2l o W) gyl gl ot me iy yllall By o O gl ()
(3 y3llt iy ylalt sy dkss 1l

iy OF e (S w1 IS pe Jobadl e sl ot o5 Lokis
055 el 58I Gl 5505 5,28 1y soal i 0B B3 80) gy oo 51 ¢Lo L o
Uil o sy O sl (339 Ul i) allss OF SIS ey adseaadl Ly jady O
S @B ge s S8 sl el g i oS Y1 s J) Ul
Jof b eio— Jof 455 280 i slae (3 5t gnagt SULl 0day oy Jl )
(P o Lo 51 gl )] (Al O palocld el a8 )1 Ol gall =l glana e
(s YN ESLs 3 dls L a5 Sle e led) e g Ol sl 1o 5 . Address)
SV SE o Ol Me 5450 5 . OS5 a0 30 (3 i s LaS
028 Il UL o)l (g gl Bl 503 31 ] e 5 &)
W Ol 13 e ey 8 Ol gall la S0 gl U1 izl Lok
o paldl G5 e Olama i) @)
oo 5 olall Cap Bl slie i e il Al 2 O sl slazel ke g



5 s Ay Sloglal ) pol

Gyl e b g, ol T Gl gl el O gall el Lled !l
DLV e Y gy e Y ads Jlud Ly old] Ol 52l =235« S5
gl JS I G Al o (6 s A I Al e O 5 )
At Leie s Lgte (Proxy) S s s sty < Lgmlaom o1, 11 352
JUREN AR Cled s Ol Jod Capylae 303, Joup 46 3 )1 il
doe oy chladl e Ol gie BN ESCEN ) Gl deslall iy yUal)
L O1 U ada 3 ao¥ s 5L Ly J) Lgaem 95 o5 ¢ Ll Lol
ol 1 s 5,1 6315 3 s lall CasUall sl Gy 4 Jay dmslie J gt 5l
sl ot ) OY ¢ S0 el e ol e ST loae iy
S el O a5 &) oda s Lgtelgn 31T o oge onay L 11 2SI
sl 5 ¢l luazs| (NAT) 51 ¢ (Network Address Translation) dse3 I s sLiall
Ao sn 3 Jradd) o e

(Stateful Inspection) el &l o O sl (—2)

Lol ¢ g p SOV g ol (3 Lme J g 431 6 Lt Jlua 2 L
La BLadly i g i Bl 3 o) 6,1 i) Uall (3 L s L J ek,
Lo dhee dodd ke G 3 YN IS e LA 435 pSONY Bl e e
Js e O ool gy o35 @I 13] Grme Bland o5 I iyl AL 2 (6,4
S B el p b B e Wy ol oy Bl 3 5 L e
- ilane et Lo )l Ci s

@JLE.&\WW%TJTL@D\}f\M\&ﬁWZJ&ﬂM}



8 piiicn Al Olaglall (pei
F o Lo alall ads s clgadas o

055~ Wl 8T LS = 5 a5 ((IP Address) (g ! O) jmiall =i
Sy g pm 3 O U Sl Sad c i V1 ESE 3 nie Slex S 5t
Jell T Jaw pdd a8 J 0L gl e oy anig S o

Sl o ool pasel e fgend ¢ (Domain Name) Glad) gl —
sl QN BLS| ¢ ne oS elad tans w3101 OB i Y1 8 e f315M)
a3 3n e o (wwwksuedusa) sl ol Siiad Uil 3,58 201 4 )
50135 @850 e (www.moe.gov.sa) Jp Lety ¢ 0 w1388 e 5 s S
250 05 Gt Blad i A2y SE 5 L pand) Bl ALY (3 el £ )
.nne (Domain) (Uss -y Le3lil) &5 5 2SIV i ,Ual

Laall gl L U8 555, 3 gl spuind) CBUAN J 8759 5 ()
I Aadh) A s o) Ay Lol (I Gy e plall Lz bl
ol § 55 s (Browser) peiaaell oo (20 51 ¢ BLus] 05, 18 Lo Ao
L 5 oo a5 Y5 55,0 g B O (b3 Bt 3 ok
t Y S g eda ey (o ol led

i) els oy Sle ghall Il ptiey ((HTTP) I35 515 1 (1)
.c&.p:l\ o555 &M csjl\églu.i-\ 3909

Y (Lge @l 3,08 Lol Ul Jad adsees ((FTP) J S 552 (2)
- S9SN A1 (3 (Attachments) s oS LIl ) 1y

(SO a Jad adsiay (SMTP) IS 894 (3)

oy 0 o glall a5 (OIS 5 I5Y pdduiy (SNMP) IS 552 (4)




5 s Ay Sloglal ) pol

o Sy oy e b Sl e s all sy ((Telnet) IS 53 2 (5)
PIES RPN

Gt Lledl Jls 22 5 S Ll Jlr e Jg3edl Jassdl O] Js8 Ly
Gy Bl G Say UL Jual 2 e 5 50,30 e sy )Wl i
J5S 553, O dm 5 0L« Lgmlag uledl i o g3 U 5S35, 55 A JuS
g bl Cadg b Y Ubnfg_éjwmaiu-ukopg@w

&gu\mw_;)d;ﬂ‘@ﬂLuT@\M\ﬁékiﬁwﬁuj
Coeld Bl Ol Jans 42 5 S LS e Ju M 5led) (3 G Bl L
SLL el e o524 b Lo Gt « iy yUall 3 dns ol e 5T LIS e
(S A
laall Glpaa 150 [3]

tb b e sl Al G e Bl O il (S

o 555 § 501 1ia s <(Enterprise) § Sl DUl dylad- &30 OV per ()
555 Lo LI 5 (Symantec) s (Nortel) 5 (CISCO)  Jte iwauainia (5 S IS 12
oty Lo e o oo 55 Bl Ok -y 53kt Lo i dntaall 36,20
o S e Bled Ol oy 6 931 1 \gads S

Lo o 3 amae 45y @508 Sle 3 — U= 0550 bt i 01 (1)
(3o O gal Sl (3 o ol 3,2 e 4T (6T A8 e ey UL

cp ULl e s e cled i Lgaddy o) lea bl suss (2)
ey ¢ S pSIN A e s ¢ Olug ) Al Bled

Aadize 335 Olylge JI et Bled) e i (3)

ey 1,20 LS ¢ Ll (4)



5 o Ay Cloglatf (o

(CISCO) 285 garnas 2 Bl Ol 1Y 35500 gl (17) JSC215

[CISCO &y oo B i :(17) o8, JS2I

558 3 4kl 4y gl 1 5 13 phaall oLl led 4,6 Ol (9)
335 51 (UL il e e G e a2 Y ST Y] w1 WG Laa® [l
e oo |y 3T 4 10 ¢ el o lad

A b el 3 oda Bledl Ol 1 deasetdl 35421 Bled 56 01y (=)
T i e lall pes LS (e 1 E ot ¢ el Cpuld § o el 2 Y]
G sl e IS il pasde bl Ll I s (35 .ad) U101 51 O sunld) e
Pk b U 3 ol 22l a g e i) B Ok oS

(1) Norton Personal Firewall

(2) ZoneAlarm .

(3) Sygate
(4) McAfee

4@”)U§l\ s..laJ.C-J.‘;A coled s sue :\_.3\.4.;-\ O‘J"\-’.’Q—‘Cj-m \.l_aga.ﬁgj
CA\J_’JA:\_).BJJb ‘J:j.&ﬂb t‘;;jfgj:)“ .Juﬂ).:j‘ :Q.L@.>-‘9 4&@\9&\@2{@\‘9
L\; (YRR RS._JJJ_ACA\J.J\ odn |35 - S& g .(Spyware) ]

.(ZoneAlarm Pro) J.:a e j «(ZoneAlarm) J.:A



5 pice waly Sloglall (yal
¢ ZoneAlarm ‘:g‘)u\‘)\v\_?LU Lug Jlaalal C_:\ay”(lg) Jsadl Qo
4.31.193 (QJ;Y &.—Mj

LY ¢ UL SVl g sl 5 g g el 5t Lake
Al 42 2 (ZoneAlarm) Lled| jlr @58 « 20 w1 ASGE e 2 g 50 185
el Slt L83 sl e ey «(19) @3 ISl G B 1 S
el Rled) i g 1oy .3 e ante o oBL JLasL el
Aokt 3 LAl ol glall G s e puien il ler 3 i 5 08 A1 283

I laedl calilac) b Sal BB P P2 PR WU B FIRT. DITRIE TN

Rl-1=1 T LT
1 -

G

ran bt ke LT

] Tuterial

| R rd Mt e gl e Al e

Bapn g il o b (o0 g Jadls
EIEU

oSl el ddas il

g il s 06 4] e

. ZoneAlarm _p &3 )\Jﬁr 3«'.;}5\ FRIRAY] (18) ij Jiﬂ\



5 o Ay Cloglatf (o

[ -
e o § ZoneAlarm Security Alert
U u ] il
SR A A ! : REPEAT PROGRAM
\* Microsoft Office PowerPoint is trying to

>~ AL ey access the Internet,

= S Identification: Mot available in Zonedlam
Apphcation POWERPNT.EXE
Destination P 192.168.1.8:Port 8080
More Information Available:
This program has previously asked for Internet access.

‘:‘)':_,'_. SR e Jasail SmartDefense Advisor
\ii ‘wiant to have fewer alerts?
TR PR (TSI Find out how, &L AR A
> 2 [t
[ Bemember this seffing. / e : ¥i
CJ'J-'\.; Syl mals JJ\""‘M‘ e - (G sl e o !
e L Al |
e ?J'\.S;-'n. s
(&

gled) i oo &ﬁlﬁ“ du, (19) (.53 U&.:;J\
5o JS 3 L pdd Dla)y (o ,m Eot amgs oS& Blad) jlux 0T LS
42\_3.L4.;-‘ J\J?- 4 A= g L..S'U‘ UJ.UJU-L Jlasy! CJL;-L: D43 §A Gﬂu‘ﬁ dj\f;
Jel& 8,iS L~ Gﬂ‘ﬁ c,.if.i:))\ Z\S...&L} SESPERHL 4(:—(0\3 U‘AO"’U.’J'UU

Lged I UL M) 51 Lgadsy el 51 J1 J g o)l
LAl

a1 3,58 oL ¢Lgm )i e s ghall At a1 V158 s
e cidge ol Ll Lio s S 2l i1 O Ll g 31 e Ol
S Lsle gl 05603 gl Uins ¢ gals (3 oo (s0ftware) el
L (e 5,03 ST05SI Lol wliolsg oo sl o1 cdmasetll Ol puld
) el i 3 S8 et ekl s 3,535 Ll jlag Lol 42l oliLadl
Ol ij 2y A lacdas e sl ¢ 5T 50 iy ‘gﬂmwﬁc«d
ASE g 5 ¢ Ll Ll g Lo 31U Olo plal) s ghice @ (s Lo
3 Y Bl b shas sl g 5 et Bl Ol 3 50 5 Bt






Network Address Translatlon

b S YIS e O ey colad gl S i 1AL o8 G 3
Bl 3 Al odogy Jas o 4T ) s 1l iany O ¢ Ball amy e g pae
oz O 4S5l e 2ty OLadl O gbke 350 Lgassiny sl s e 0 5k B
o7k ood) Ole Jl plott i ¥l a0y Lo Slex JS5 ple JS 5 A5G2I
0550 (oo I Ol gl a5« (IP Address) ol O n Mg ¢354 Y1 3L e
sall oS0 15 Ul e (4.294.967.296) sl2y i, b ol <25l Bl 32
gl shy a3 Ml gl g a1 3 Jall oy U 0 sl UL i
cAlaall odod I 5Lt (3 O aiedl S8 43 ) gl n oLl sl 215 Al
8 GV NAT) aed Ao ellasl Lo 51 3 ) sl 52 O sl Lgre OIS
.(Network Address Translation) C,UML Olazs
(NAT) 4l Gl 3 ySall [1]
J 55 (Internet  Assigned Numbers Authority IANA) _acws iolaie Slia
Wl JUls =t U fne 01yl 0550 Vs Larllay o i3 ) sl elae
w&;\uﬂ\%&oiwguﬂ;g\M\wQﬁ@gu—r\mw
w)\wu\wcuuu\wwj s 5l e e Juy ol I
e o 5T el s e — i) B8l ety Lo 350 Lans Lo W w318
wbﬂ\zﬁwwuﬁj.@ﬂy‘&,&@mL‘J&Juojstjfuﬂ\
SPNPPE PRI RUBCIR RS- g EANU PANCE SIS U S0t JRp Cp HERRY
Ul OF (ol ¢l 38l 2ol 93 Mieds Oy Ll 88201 51



5 s Ay Sloglal ) pol

A dadh Al o) (‘*EJJJ&%L‘*SLLE ISl e ST ity 45 Lo LIsDs Lad,
JSS el oy 11 AL @03 ) Lt 5o oS0 (2S5 e ST 3 2L
St Il L1001 ISl G Sler b Lodie (NAT) &5 503 Sl
Lol g im0 Slaml) o 1 Ol yaall O 5 ki) 32 5
Ol siall o5 g ¢ 39 Bty B} B8l g Unas g o B
S )Ll oy @8 can Bpae 2ol @8, I eIl 3 )
Slemdd a3 N Ol gall G e o U @3 01 alalom 5 aaill 5lel J) (Packets)
L ) 5 ol iUl oda 3 e ey AR A 5 ls W11 Jus M)
LI 5 gl o) Sl 52 Lt b 3 m b1 ] o b1 O J) el
g 5 i (Firewall) QJU \:\J;: Lol (NAT) 4285 3oy o) o g1 5L 0556 Lo

.(Router)

— s () e

RS s
i) AL, —_— R
— <

. NAT &5 Jus 1(20) o3y JSH

(NAT) 48 Jand 2 [2]

g« (NAT) 408 Ly Juond G b sue s

Sledl a2 i(Static NAT) J—— o) ol o o0 ()
i Y 8 Lo s, Ul s b, Ol e JS0 Jana )



B s ALy Sloglatl (yal

I & :(Dynamic  NAT) Jom jeil] i) ool (<)
LadSs ¢ dm ) a3 M o slall (e sug sde Lo g1 5Ll (6 055 6531
sl e Ul o goedl Sgar oldael s 591 8y SV s Sler b
Ulsie sl 3 J1 Ol gl plitseraly (AU Sledt o sl g ¢ Lo U 03 )
o cB 3 Olgall s oz 3l (61 e BV 3Ss U ps Jool ) o) 1350
ISl G2y pe Sl L) ey o Ol e @ el Lo ) i\l
sl a5 vad] o 1 Ol e o5 Lzely 511 Ol sl s ey 365 31 3
g Lo 1 5L ) B 5L Ol giall 5 gm e 3L Wbl led) ki Lol
Al )R a3 0 Ol gl O ISy cday Lacd T 5led O gall s g 3
AT e il L s Sl
mwmw:uoiuu_&.\4633\05(1\1“)@&;:%19@\51@
Sl 0L Ll LS (NAT)&ﬁ\mfng}cayau\guww
Ly g car ge 51 o pid g (Router)\_@;-jo}\ 4(F1rewa11)bdb \J\J_e. O A
Ls\j_;; Laclae| (IANA) dakite -0 sLacll s 0 5 3y ddsm 1) 220
sl Ol ga Oyl 1n 0505 ¢ (IP Address Ul ol (52011 Lad,
o ST e 0556 Il ledl 3 JUH s Lot 2ad ) slie ste s 3
It (3 pd ge il A A8l s Lo s B85 I 35 Gi5la o
e A Ol 3 b g o 11 ) L ey 2l g 06 5 5
o (B O s el Sl a8 1 Ol gt b Call OF LS ¢ o 5l
S U3 3 S5 ¢ @b Il o o ) OB ¢ LA IS e
350 0L Sl Jlu ) ol a5l OF g1 L(NAT) 325 § 50 50 o2 dege dios



5 s Ay Sloglal ) pol

e Al (30 5 sl 3 0 O galt OY €0 0 e ) ety o5 280!
I ) S

Slel) a1 sl Buoli) BUE iy 4o 5h1 o3 USCEL 030 Lol
U8 e el Ll 1 slall ds a2 ey St ) (3 Il
Lol 5,00 U Ledie y e cllall Jla ) 86 Wdayy ¢ 4 4 500 (IANA) Lodie
O ¢ (IANA) (6 Jomans Ol yall Uin OY 55 . el ja 1 Ol yiall J] 4 5
Olgall e s g ¢ Laglil) gk Lal 6 a5l 2 Ly a5l ] s 0
Olgadl Bl e gl i Wadie s ¢« Clall U3 ool g1 s 11 5lgld o3 )1
0555 o) Jn @3 eI Sleml) 3 0 Ol (g 5F St 3 I 3 e I
A0V IS s 1850 5l 5let JLai¥l b puseins J sl LS el
(NAT) aladiuly Ga¥) (Giady 2 [3]

iy olaglall el o BN e — S5 Lo IS sy — G Wl el 3
Ll odn ety o g (631 5L OF 3 (eSS 5Ll s e LY 5 L(NAT)
Cre g o e B B s B I IS Gy Wl i e B (3 5
S0l e 1055 DU E 1 gl 0 e 2 ) Sy Un o OLS
plascialy (55 Al o gl g1 8T o S sde e Lgnlem 3 o Mg <21
dined Il sl B e e el i Sy il

Ladal
sl S e pel) A8 L eV 08 8a3 N o gladl o 52 5,0 O e
St L e o sV e Lo 5 olaslall oSl led- Al Lgl



8 piiicn Al Olaglall (pei
Sl e LB 5562 I a3y glis s ] o 0 555,80 5.0 )
OLS 55 o3 5542V s J1 d g sl ) g Lgalaiinad S0 Y ot 5100
J1s el B e B ) (3T L A1 sl gy 25 Jle
Loslal) UL Lo oarlge o el o 9o w1 808 I oo o)) st 8021
OV RNPIER PEPUMIPINE REIER SIEERVE N PR TSP E SRS [
25 Sl (LI OLSI s J) s o 5 sliall G5 (S0 5 ¢ A L

el Jslize e I L1015 542V






alill Euasill
Aﬁtomatic Updates
Llee — (Windows) aldas | e a2l adasl Lgiag — ooz 1 ey O
Ga,b it Lad b pets Ol J1 412 T WS cellas o & Y5 3uine
O (6,31 Ll ey ¢354 V) 0l U0l 35 ¢ Cnadieind) UL 5 Lgal el
et Y 2SS A V) Sl S g g Lo jetall Gl J] B U
oy LME ]y « Jannd OF I3 o3l s 33| g e el 0l oda 3
ST L SR (SN Y B DY PEVINE JEAPER R IE PRCHIS FOVE:
i) ol i W f Led sas &8l 6 glat 3800 & 5 Lakie
Ososkad ol 32l BLEST J) O shidarll oy 3,28 OLal 35 52l) LS
gt Jolge e damm (i gn Loy Sudy (ol sl ada Ja2ud e el
3ol e aladdly 3l GBlasSt de oy el eenall Jaladl) 5o
P01l Lo i Lt ) G O 6 5]
22Ul G5 sl il I e 5l s sl U ()
o Lgdl it Jlazm) e o) ol ) (3 £l e ol il s (O)
Lol o Lo 0550 43 ol gl d Sl ) o s LU
¢ oY e 3N ) 5 b aais pediead) e Lz e Lellad 0V cies
o) ieoli ol U faall S 20 e sde iy D e Yoty ¢ oo
ol el ) ook Lol oda o5 S5 (Automatic Updates) JY1 1 Ul

Lee s 0L el glosmy =7 U2 WIS a0l JLasVl puld) 3
. 99 ;



5 s Ay Sloglal ) pol

0555 OF ollasy 1os O ooy 98 LSy ¢S J] putsendl ey mali 1 ok e 2
Ll 0 4S5 of (K ol 1l Goud 0T LS 5.5 51 a8 Y goo 50 o uld]
QoL pasel o OIS il yan 0B —Ledb J] pasndl 5ol 0T 053 6l =
S ) a0 e g a3 ,50Lt (6T sy ol 0555 O
ol (Download) Jemty p sy @5 ey ¢ el ) datall 3 200 5 g 2SIV
Lol 2l

W o e A5l lpdod) ddas O 5555 Lo gas

Al 3,8l g sV a3 5 sl Sl Jlasl Al e (1)

sl 5lem N ehiad G @ 1 Ol e Gl Al e (O)
G gealdl e Sloghall an e (a3l sday LVl g T s
LGy DUl adn e o) 5 gais ¢ ol

Slex JS 8l B e (e gl >l (Download) Jad il 5o ()
1 BLES) o uSTly Lelad (5% 13100 Lodls Oloial s - Jaill oyl
s U370 L5 oo 3ae 1S 0 ¢ ool s ol ad 05 5 s
e ) Sl Sl ke (62 I el ey daall 382
A sl alae s w8 ) o

Y ol sds ST Tuy ¥ . olasadl (Installation)  gvas A e (5)
gl 3 LS 6 % Of Ay

& g Sl a2 oS o 5y Il uab > e ()
Cloasei Bl O e co Vs e dams ol J AlzaY) oy
Lo 038 CUSII o e 531 i 3 Eutd OF 22 ol g ald 33Lall el 1



SV oY « Laldeu ol ) J.IST o= Y «(Windows) JresSl] rUéJ e

ANl e = oS d ] - Glas Aol
(Windows) ot 8 A5Gl cliaall Jee 43y 5k [1]

a3 g0 o) AL ol Jae B b o5 0 S Uil LS (D)
L5 el e LS liptond) s OF 435 (Windows) T szl ol
P ol gkt ] 2 05 M 5 ¢ I a )

Al (Start) e ,204 S35 «(Control Panel) L J) ol M
2D 035 JSI (3 LeS(Settings) e

yyyyy

ssssss

wu | Windows XP_Professional

e~ | B the book B Control Panel

A St jls I J g 1221 o3 SIS
Lal Ao 2l pasall o 54 (Control Panel) 3150 s O dns (&)

OS’S Windows §=U'z’. RNt J..';‘)?\ 'c_....'J\ 9 ¢ Jiell (XP Professional) LSl V’JM s (1)
Aglie day oy e g



(Windows) fU&S s L ((-23) =5 JS=231 3 LS ¢ (Automatic Updates)
) L sl

T

Wiredomes can regiarly check for eportant pdetes and rstal then for o
ok

sefma fest, batore sy othe WRIBhEE)

oo dos ol bbbt work

v B
= W
ek Harcheare e
- tech
4 ; Cw«pﬂdummun»mmhmn—
cJE el | 7
o —He () ooty e b donit st cmedicaly comnioad o il e, o/

(2 Tum off Sutomate Lpdates.

Tk compLter vl B mond vainerabis Unisds you retal
woiates regulardy .
teutal pcltsfrm the e Ut ek st

M gl

botie |

& ey

g

i
§
i
i
H

ife fisd@ 19 e

g i@
o

i

Hafie fe wfeiie
:
I

THE

(SU oot Oyl (=23 ) 0By K21

Sl Llas o ppar ol 2 Uil o5 0F 59 31 (1)
s dodl e gl aud oS I SLedl it (e 5 ol 093 WSS
U darall 3 2l g At ga LT e gl ] 1SS SIS 5 ol
.(Windows)

Ll olpdondl dkee Jorl o e o1 2 il oo OF i gl 53 (2)
Ol sl lgma de go i 8 b (ool ot slinuly

e S 3 801 856 IVl pladl o5 OF :IW L3 (3)



5 o Ay Cloglatf (o

Lay colpiodl Al s ooy Jladsadlan & ¢ 18 e Wt 2 J 0lud
il 18 ¢ U LS lipdond) 0 o 0550

LIS 156 o)) dols Uik sl Iyl (4

N e 3y LS wlasad) and 6,51 s b Jla 0T LS
52 LaS ¢ (Windows Updates) e ;& o3 «(Tools) iz pkivil) 5 Lg 5 « el
o) o 38,01 1358 Jam @5 (g5 (= 23) 3, IS8 (3 el 5o

2l Cannot find server - Microsoft Internet Expls

Q- © B mium e @ 3
Manage Add-ons.
Synchronize

fckdress (4] http ffus. f338 mail,

@ The page carf
Internet Options.

The page you are looking for (s currently unavailable. The Web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings

5qld=469_6217910_24926_1683_B57_0_32692_-1_DEIck=D&YY= VIR ks > &~

indlows Messenger

Please try the fallowing

Refresh button, or try again later.
« If you typed the page address in the Address bar, make
sure that it is spelled correctly.
To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
pravided by your lacal area network (LAN) administrator or
Internet service provider (1SP).
 See if your Internet connection settings are being detected
ou can set Microsaft Windaws ta examine yaur network
and automatically discover network connection settings Cif
your network administrator has enabled this setting)
1. Click the Tools menu, and then dick Internet
Options
2. Onthe Connections tab, click LAN Settings
3. Select Automatically detect settings, and then
click 0K
« Same sites require 128-bit cannection security. Click the
Help menu and then click About Internet Explorer ta
determine what strength security you have installed.
If you are trying to reach a secure site, make sure your
Security settings can support it. Click the Tools menu, and
then click Internet Options. On the Advanced tab, scroll
to the Security section and check settings for SSL 2.0, SSL
3.0, TLS 1.0, PCT 1.0
Click the % Back button to try another link

Opens the windaws Update Web page to update companents

el IO e S Ol fes 1(9=23) 0B S

Lsy Aliasdll Jae ) a3 e [2]
Moo AU o puldl w5 oS Ll ol i b aluseal O]



5 s Ay Sloglal ) pol

: 591 e il 38,20

Juo LS Sl o g ((Security Updates) disy! Ooligdoud! ()
5] Ll ot pladll (3 i) drme el 3,8 et o] (2~ Lgel Lo
O gl 3 &3 Sl ghall 5T calladl el I3 Jand a3 gl ol o)
pladlade o I

2 Sl oday 1(Critical - Updates) o ) Ol (&)
2lad) el daladl 2 degll plladl Ll g ) (3 M e o)

o eS| S de s a2 o (Service Pack) i3 25 JI (—)
: S LS el colyusdl

Loy G A1 &Y Ol (1)

IS Lo 5 G ) i Oligdnl) (2)

ol alaseeny B gl sl Lazsall (Hotfixes) dag podl ©Stadl) (3)
ekl ey Aol OS5 U

Y slbasdl (4)

Jsamdd il 8 Catial) 3o Slpdsd) e (51 Lol g a0
roldodl odn oy o2 g Sole B 0 w3 50 5L 3 Ay 058 OF 4n3h Lede

ol = Jexs o ol 1 Jaa ) (Upgrade) 43 ) o i) (M
b g Sole

o p (aL@,o }i wjul Q Jelus C)Lﬁj Ry« (Tools) sde Ll O\j;ﬁ\ (u)

http://support.microsoft.com/?kbid=824684 : C; g0 h



B s ALy Sloglatl (yal

Joiiaole] ey Leany 0L sl ol , ) Ay <SS Laga
43 G @ Joe (61 e ptsed) ey DU oda G 5 e puld|
4313 an 8 Laal | jhad Jley A0l clipaadll ¢ ja) da [3]

SNeed Gy @ o Sl e ol Al e OF J1 35N s
gl e Slaglall am pes Clla JLaVI gl ) gl Sle
OL (2 g g S0l 38 18 iy ¢ g 0L 38 50 W 50 J) Ll il
SV Jeis Sleglall o

1 gl (Model) 51k 5 o gl 5l danaall 38,201 ol (D)

O sldl 3 p Sl (Windows) aL i) (Version - number) &3« 5 ()
el

Sl 3 ool 0 BN IS (Explorer) ekl gsl A3 o3 (=)
il

Joall Ol ) oad G lpad (gl 5 6, (0)

v gl o oS5 3 U118 5623 (ID) b jall 03 1 ()

(Region and Language Setting) ile! Sllly «diall gl e

.(Windows) sUa(GUID) alall iy il o35 (5)

.(Product Key) CMLL, oo CL:AL\ 5 ¢ (Product ID) CMAJ el @) (=)

(BIOS) (w1 allad) o] )by cand s oY) el (L)

o e Y AU sl ¢ 2 I el 1 0T S sl e 55
P Ol glall e LT puseell

RNCSIPWIN()

sl Ol e (&)



5 s Ay Sloglal ) pol

pbald G s8IV 1 ()

FRELY Bgh CaiSS dnaied Sleglas 6 (5)

S graslonld (1P Address) sadl o3 1 O grall s Lty B 2 38 2015
aaddins L) J 5 LeSd 5 cCgumatll ol 2 Y 88, 201 s Jlai¥l s psel
g Lo @k g putsed) L ga CaiSS Y g (6l (in gas Bhs I3 Olelian] fond
gl a3 g A8 oyl 13] 33 S piseal 015 3,211
W5 Lgnle e foon oIl e glall ol o Lo goe sl o cAstal)
3120 0 o Ye 5 lel o4l
i3l

5 esWas Y1 e oI OF S Y el 01 OF e 3L ol Lol ST
Sl gl 31l 31y o 28 OF e Ll YU gty Y s I 1)) a5
) el dxall S 8l a5 celdas Vs s g o) LS OIS L] sl slall
Jo5 et Sl gl LY L 85 5 eUas VI Gl 4Ll wlyud jlus)
e deo Al s JUls clgeliogl sl 3 el )l el ol Sl
STt 3 T8y oy olipdond) AL o) o] 56 S Lo jaianl B 5 . Cpny )

.ayjﬁugﬁw(WindOWS)W\fwﬁj ‘L;}:'&CA‘JJ‘

:C;)M & $M8 Windows XP Professional Bugging Device : Jtis JUlI o Jo il (hH
http://www.indymedia.org.uk/en/2004/10/298702.html



. &N
W q ! “
S

Encryption

dom el b ¢ a5 ) S s o o SUake IS J
5352 skl LAl &8 s pte paay (ol O 3 g2 Jos ¢ gl me ol (5]
ws,,ag;;su;ui.owwﬁs_xégc@yc,;ur@g\jyo\sm Sad
532 pst L daky i Ades oaddlly 53 ik e Llad n iy Gloslid
v\;Lﬂ.wu'ﬁ\@g\uﬂﬁgw&Mp(éﬁg\j\m%ﬂ
£ iS G e V) LoVl anio s ) aisle] T g5 85 e usl ey
s iy b s IV s it s 5 5r @ 0,5 51 (52 gon o 5 E
FETRBWELIFUE PR AlF SELI RS prgn P USYRCAN PRI OSSP
UL SR8 e V) b pm VT (o iy dad e (6 o

155 15) oS0 UL g pnd Bl G i ¢ ko 53 S o2
SR el e oo 3L NS (g xl Jas () el T ¢ gl il
¢ aidl (5522 O b O 3 g pmdl il e sl a3k 10 jasll
o gd s e dedS Jlasl Je ol o padald g e LS ¢usw\ J> 35
Pt = \J; &\}1\ [1]

il e ool Loy ¢ L1 Lo ¢ paddl) sl e ) s
sard Lge dly S bee cality obaladly S a0l (g gt e Lgieg
‘ob\jofuudﬂtswwvucdcawu@j‘uuwﬁ,wcﬁw
ww‘wfwwow S e S sle s g el yans



8 yotieicn 4l Sl gdall (yal
‘;jgjw\wicﬂw\w\@u&omwis‘w
ehes 445
Best Crypt G-‘U ):’-i
LaS 5 mate A ylay Jrom g ¢ ] 35,5480 ol ) o sl ) s sy
Sy e 050y el o 3l e 5302 Gl Sl el 1 s 0 58
sle gl 1day ¢ (Virtual Drive) o) 591 o) 3918 12 1« (Container) ,azll le il
Al ol B 2 e ey (o o 32 Tl S
b 3 pmad ¢ i By ga aill el I e 505U (24) Y2t
Gl U sngs) e ke 15 51 ¢ (105 La dag) 4] like 15 GlSs ole )
Yy o alsl 0o i wlabe & 5,2 eaidl Llee o S >y (s
3525 U1 el ) 088 ot Dsgen J) BLOVL Lot 51 g0 LS )
8 ail)l SLAlLl e ol (s ¢ o sl ) 2 7l J20) sl
oo a3l (6 V1 i 2l el o an 058 cerdie 386 odany s o S
S ke Lab ole g 1m i) (3 22 1 ke 5 Lgme ol o3 ¢ YT el b
S8 (5T sle gl e e SISy (W e 05y aalep sle g ol
e G opits i ((CD-ROM) (S5l (o B Joo d e o0 B e sle I J3
A G gt e Best Crypt el 359 2 legd sl 2 el g L Y S0y ¢ 5T
p s JU et 3 ele Il el 5o AN AadS 2 e a1 5Ty cadole gl b
o) Jos B b




! My Computer f;|@|z
i Fle Edt View Favorites Tools Help ar
K:) Back. -\:J lﬁ p Search ¥ Norton Antivirus Eﬁ x
‘ Au:_ldressl :J My Computer .vl =0
#| Hard Disk Drives 2

/ il ele gl

System Tasks #
= o .
AR AL L &g Dk ()
A Add or removs /
i 55
programs i
[3 Change a setting E‘éﬁ Local Disk (F:)

b bl

LA sl (S 124y (S

S50 e U2 Loy 30 5 1 Lo sl o B e J puad | s
http://www.jetico.com/ : JWI Jayl )l e 3, 5hall 38,201

sle s pSS Ele el S day 1(Container) il sl o 5
$ W) ol glad gLl s

(25) JSa G o g 5 LS« dl B3l Je g5l 55 510 -1

Z> ) i) "BestCrypt Control Panel )Ll il LadWil) gl dny =2
Sl

26. JSadl G LS oSl i y) i -3

New Container o5 Container | -4

UYL o sl o5 caamom s a2 adgey cole gl Laad oS) =5
Y ol BN S 2 e e

Create ;3 Je @1 -6



=11 Mount C:\cypher.jbe

Empty Recently Mounted List
BestCrypt Control Panel
Dismount All BestCrypt drives

Container Group View Options Key generats
B B X Do wm %t
=] QMVC&T@H Fil
©)
® = 0
=& €
A
Description: { \ I il in container
\ by random data
Agothm:  [BLOWFISH | v|  Deca
| Space avalable:
Key generator: [ a1 \ | 17568
[¥] Mount and format now
a s wemane =]
Ready et /
\— g e %
'. P ;Lc} q} L) ¢\.t:} dalica

M;\P}dﬁ(26) stJg.i‘J\



5 o Ay Cloglatf (o

Lol g, ialS Sl 27 Yl 3 LaS) ol g o0 il =7
;b}l\?’ﬁ“‘.@}bﬁdjﬂo.)ﬁj 4;1&))\.3

Enter password

Zl Cortainer:  cypherjbec
=l

Location: T
Passward: ||“ul|llllnlnl-|lllll | [ QK l
%g;':m;rd: ||-|||||-||| | [ Cancel ]

,4—'&1\ sle 4l ))J.Alds (27) vj)J&fJ\

((Seed) sl 550 oy Lo 02 585 e gl ) il S5y -8
Yy rasY il el o Slpde IS8 mildl i ) e 3l ey
Gyl O g o Jaas a3l

o2 T e ele o)l (Format) &g 1o 0 ) jgla S tny -9
ele I degd Tl o1 ¢ (Start) L) e Jaadol c o 32

(Close) 3| )5 e Jario! cslgs¥lae -10

i sley Dile= 30550 -11

aadi g pi2dl sloy b (1)

ot Ui Ll it die s 4055 ny kil el s el
AW ol pladt gLl 2l

el el Bl e s W G eI L el -1



5 s Ay Sloglal ) pol

Mount ele Il @ul> : 2l ((25) S 3 LS 236 el jglan -2
e ST e o cele 1 G I legall & s el -3

(28) JSal 3 LS b sl U sle gl Aol 5,11 LS Cllay clld g ¢l g
el gl G o len L elSe -4

Enter password

%  Container: cypherjbc
J Location: C:

Drive: | F: 4 | [ DK ]

Eassw::nrd:| | [ Cancel ]

[ ] Auto Mount []Read onty

M\ s\&ﬁ )j}aw:(ZS) @)Jﬁ.ﬁ\

sle I sisy (2)

FLsl ey Gl Gle e 5l cplasadl pde e ele gl el S
1 ol glad

el el B s e s )W G eI 3L el -1

Dismount sle gl @ul> : it (25) Sl 3 LS Al el glanes -2

G i) pasdl s B o S el 1 e o glall e i)
8 cs,ﬁsjuwi (g2l
Fine Crypt G—‘UJ% -

G5 gl Jes 2 B L8 (Ol e dide e sl 1 s (6524



8 piiicn Al Olaglall (pei
Biis ¢ eatald el I Jae o (SOVNIH 7 85 G g 1) Lt i 4 23 )
.GAUJTJ\JCJJJC}?JJQ&Q da\}«ﬁ\,\uolot,ﬁl\%gb

05 e pltha 5l s e alS (e T e ali ) 1 3 il anay
oy Jroms el N a5 A el e (6531 gy gl ) B g0 4 5SS
e Yoy Al Clla ¥y« paidlisley o gdly «Best Crypt e diliz
LS ozt ke 9,41 2adS o ey 4306 Fine Crypt Ll Lele gl pusb e st
LAl 0 adS o Lo oot 13 V) ¢ il S ol ¢ sl o )]

slazel 5y «(Session encryption key) dld-! a5 L 4 ¢(Session Pass)
5,815 3 02 it ke ol ¢y e LIS e il el puiaal) el )
= b BestCrypto&@UJA\\Jux@J.Sjodfd‘U\jww;}Jq:C.:MS.AJ'L@.%-\
e B s @Oy (o« pased Y Wl )y il Gl s eldy
(e 320 a8 g0 e Ul ol el 63 902 B o dgad) S els )

2 dayl )
http://www.finecrypt.net/

:!. j‘ 'S ..' oo (\)

O_is ‘&ﬁz@@&:ﬂ;&ji 40\.&.1.03.&.9\9? zul.axu'ﬁgﬂ.\s_s
Pk WS By B,k e L 80 3 i

IS e 0 t5 A 5 (g1 A 5T Gl sl el ) s iy (1)
ol eV e Jals el ol CaiSine

(29) JSa 3 LS 43l &l Lelas (2)



5 s Ay Sloglal ) pol

i pddress |w st}

B !"J AGIOn

Open
Edit
New
Print

. i »
: Fle Edt ‘View Favortes Tools  Help Rcuickly éncrypt &2 Encryt with key
£ Open With ¥| % Add to FineCrypt Extractor..,
i o Add to archive...
3 @ Back + | =i ',j Search ||~ Folders hd =
f o [% | '8 H\:_E B add to "Business Card.rar” Decrypt
B Compress and email. . Wipe

I Compress to "Business Card.rar” and email

Encrypt with password

‘ System Tasks

Hidz the contents of

|E =
[j Documents and Settings

this drive
7Y Add or remove

) winZip 3
Send To »
Cut
Copy

programs

,) Search for files or
Folders

Create Shortout
Delete
Rename

File and Folder Tasks

Properties

d|

. FineCrypt cﬁb}J 1:9}43\ doial (29) ('53 Jg..i.‘\

Sy il el = on s B9 ) —glis o5 ¢ Fine Crypt 51 (3)
PT})}#G-oJ}jMCAbJJ\UQM\M\jT 4M’CMJT )9
B e g b 193 ke

"Encrypt with password" g1 3 M &S alsuialy pddall %

(33 ge gl @5 5,0 dedS g5l -1
.30) Jsdl g Ls "Encrypt } e Lol -2
Clll e 3 oad 8 s e Lade Calll ) oy o3 any =3

e ‘“51.;3!\



55 Encrypt

X

Output file name:
C:M\Busiess Card

Jfﬂsmtings Q Password [ Bt

Files selacted 1

LN

Total size: 902 144

MName

Size | Path

B Business Card doc 302 144

|

F?na@mpt“

. Fine Crypt @Uﬁ igrt (30) P.a) Jg..i.‘\

"Encrypt with Key' )L~ Sllad 2285 7 kig ealadl < st 13 Ll

el = ool ol ey il e dutoed Jlgm myje Sl pglas -1
IS 3 e 32 LS Ul vl s OF o« alaid o8 Ly onlea 15 0
3D

(0) 03,5 5kas wil o3 (0K 33150 3 e 1 -2



5 s Ay Sloglal ) pol

% FineCrypt: Enter Encryption Key @

Current cipher:  AES Blocksize: 16

Cument mode:  Cipher Feedback

Sizeofkey:  min 16 max 32 step 8

[~ Hide key Key size in bytes: 32 =i

00 0D 00 OO0 OO0 00 00 00 ........

00 00 00 00 00 00 00 OO

o0 00 00 00 00 00 00 00 ... ...

00 00 00 00 00 00 00 00 ........

Initial vector 16 bytes:

00 00 00 00 00 00 00 00 ........

00 00 00 00 00 00 00 00 ........

"! -3 —> Generate | Save... | Read... ‘|
£l ok | TCame{ | Heo | plasiny
] -

. 3l

Dot &

CD.&.U

) i S 131 oy S
0wl e Lo pid &3, 13) %
"Add to Fine Crypt Extractor..."
.6@Jsjh>cg\@‘_&\ﬁaﬁjjfwg,s\ -1
s Ml (3 (Bxe) Ldts & e i il SV o -2
REVREWF DA PINURKVN N PRESIIEPWIETS RIVRURVIIEK
9 LS D5 e e Y
P ol gkl e 5L el S S
i8S I i 0,23 b a5 U Bl T el st -1

SR VRN S5 B P PR PR




5 o Ay Cloglatf (o
(29 IS 3 LS 2usls o) gl -2

.Decrypt (q.o" Fine Crypt 3| -3

e

70 0 i s3 DL 13) Ll ¢ Ll g 0 Al ) pass 0SSy -4
.Readjjésﬁ;}\gw\cw.\i&dthé

(390 ) e I @ el st ¢l o g 50 ) pglans -5

OK 3 Je @1 -6

(32) S 3 LS jaall ) 5 Calll g dsls 8V el -7

& ArcViewer : C:\DOCUME~11244E~1WWMYDOCU~1\PRESEN~1. FCA

File Actions View Help Ful Yersion
BEIXBBIB -2 2RO
= Rook Mame Size Twpe ] Modified ] Path
-l Al Files Efpresentationz, 1 ppt 99326 Microsoft P, O2/10/2004..,
£ I | |
[IReady 1 File(s) [99 325 Bytes jj

Rl g Gl 6 g Lals 1(32) o3, JSCa

o= cAction s LS e 0 o pais Ao A Gl > -8
F5 43 Je @) ol «Decrypt Selected Files

il ad eI s 1 g U ol el s els f el e -9
PRAURTPAIN

G Ul LSS OL2 Ul Lol o) Sleddhly ol el e e s
SU LS 5y s by a5 e sl 0l plad |y wlead) e OLSTI
gl e 331 auseld) s IV e clgde O pal) audel) jailad



5 s Ay Sloglal ) pol

Dl als 2]

clads (b poel) o ST 50 s <2000 0y Jasdl sl s
o oY ST LG g i ey ol ol a5 1861 2003 a0 s
el AU oy (o el B I NTFS LS alisezad

P ol skl LSk o ot/ ol a5

AUl eV 3 e Bl o8 o paas sl I/ Gl sus -1

oalas ez -2

(33) IS 3 LS Sl mpell glas -3

Aadizte olls o) e LBl ale Bmin 3 -4

UL el el ass s e oo -5

i) L LI o g ad ) Jais 0L U3 e gl i oy joiid)) eliSs
Al a1 s 6 i s a5 a2 ol Cide (ol 2lisls o8 o5 o 2
it a2l AL s 510 b IS 0 5Semes

Sl ph85 L5 Lt iy U3y ki) e Blae il ol
oSs GOV S iy o S5 Calll b e el U S UL el
o (Ui 2 STl o pain a e g alal) puseld) OIS 13] ased
Lxlig b o)) ol wlike e g 28 21 sl s B 2 i3 aie
Lo 5 Se Ll o gpwld ] Gzl &e pu cpo B B3 05,51 O godietos
s g J) il Galll s UAS s clagiy mad !l (S0 Vs copats 51 alld

Lol O g 5221 OB O L) o jall J2e NTFS adduns ¥ o 5%



8 piiicn Al Olaglall (pei

[[omid [ pmemios | o] oo

[ Presentation2.1.ppt| ==
Micrasolt PowerPoint Presertation el £ g0
osoft Office PowerPaint el
[ 5 sl
[y A4 TTA] o 2 4¥, - < paanll

& : o]
[y 1+ ¥eErs] il e st::;:JI

ol 13 U5 el Sl Ll o .

VR TN TR

o Ve A 1BV O el 1Y e Ldugl Al
o Ve LA CIETO el W sl s

P BTAEL CTETS ciiaadl 53 19 [ L)l Bl s 3 jale ol 4]
G g gl | grmondd Myl i ol g el e st [F]

apdine [ beitd 810 ] s bl

el 5T bl Slane
ol e oy ol el glienll Lnds ]
ksl SO el B gimell ks [F]

el e

g alle & Cile pias Wy b (33 0B, SIS

ol ¢ il A T el sy el o ) Golses V) apad el
PAIU ool gLl Leaus

o il oS A -1 e Bl ol gl sl o Glll iz -1
e 5

(B4) IS e g pape S el <2

) ot e (g52F S5V tlB o lad w0 05 <3
A TG s b egSs

Ble) )5 e B cadsens BloY -4

I TP PCOWECHUNWEE



5 s Ay Sloglal ) pol

C:\Presentation2.1 ppt J juissll L.olis

SRR S N [ TR | ) POVEIN | PP -t | RENPOCE G T |

Bl plign] s PRTC [
..DDFC 3604 CEAC DO 1+-A2 [SOLIMARN Ea s
T | | oL |

sl il g el a Lpdo st wli Lal il Lo SLLG alajgtial ol s

ol alpn) G | Alagiwdl bt gl
L eAD FRIACB2D Adrninistrator

Letewy | [ e

il piis folis (34 oy SN
LAl
¢ &:)L_Aji’.L‘ OL.;;.E.Z.; 3._3.:@.9 :\_éJM gT,JJaZZi Y L@.AUS;LAU ‘fu\"‘:..vml\ djt\:ﬁ L}



Wiping

A_;Sgaj&opu@qbgﬂqdgy&\(@wgojs.gl\‘}zi
S el U J) (Lakaie) s £ 45 Gl 0f 0 paday ¥y <Ll
BYSYI ga ol sdd s e Calll Gl OF Cpedsezal! (o 38 )l 5 Lae b
itk @ el g e Lo ile Clomd e 2 a5 Al SV L)
sy 3 s ol g OF 6 cans Gl s ade Jug d0 2300
S5 S USO8 Uy lede LS Ss 42 ,b il @ e S5 ¢ oyl
O_AS_c}Q.;cM'S.EM.M\&SCQP\MCL?P\@\J%M\){
3925 g A e Aheatdl sl Sl 5 (e sde el 15 dny o5y
b S 2 pla el e i 5S lgr 5l clS S T ¢ polial J) LSl
b 0 o Y (e piang hed O3 Oleglae Je J et ol
Ol 5 3 OULI jameb dee .ol AL ol ) Sl 3 o UL
(Ol e Bdag s Al phe DUl 60 g ol SULY (e 3 ) , Sl LI @5 gy 5l
el LS a1 60155155 Jons Secad UL ol 5 20 lns Sng
ez, (Peter Gutmann) a3 gy Jlaey ol 0 7 Lgde LS SUL ok
3,0 35 LS
cadd die Gl ek goa LT e UL uea) #1551 B35 s
Goyn Lo umab Lgtlly ¢ sl 35 3 48 W) i Lud) e 52 L
@b alug ¢ Jadall ol ol Cile gay (Swap File) ddsUl cals
RECREAUPEE N U IR PESPERN: VP IRV MR JIRU
121



5 s Ay Sloglal ) pol

b amd o \Jm ale Codeial o) o P Q3 ekt ol 22 3l B
AUl Cile 3 Lesl jasll e o gzl GG iy W3

BB 3l sd e el e 1 o2 Slike pe Joladl e
ol 3e Iy i3 52 UL e el o ST e Lo g
il (25 pe il el Olas (o a8 Gy (ST ¢ puelal)
LT el S5 -l

Best Crypt [1]

I @ etk 35 g il G e

BCWipe sl Best Crypt 72U e o3 (D)

Y e B @S Gt sl CaiSie e dueb s U Galll su (2)
Ll

Delete with wiping =31 (3)

LeS ¢ pealall s 5Ll Y Option e 51 Sl arje S jglaes (4)
(35) S g

et de Ll Gl 4y 5 oy ¢ el jlae 30€ 0T 0L e elS& (5)
Al Cale e izl



5 o Ay Cloglatf (o

“Wipe target

2 File 'C:\Mew Text Daocument. txt’
j%" will be wiped and then deleted!

Continue thiz operation’?

[_ LCancel ] [ Skip ] [ Yes ] [Yes togll] [ “iew Options

WWiping options | Bl Process Dptionsl

Scheme: |F‘eter Gutmann vl
] Passes: [ Edit/Wiew Scheme. .. ]

[ verify the last pass

F Wipe unused space in Swap File Encrypt Swap Eile...
gxwm. MFT Records { on NTFES drives )
e

[wiews this file before deletion:

i

ekl Syl 135 o S

YL @ il s e Aol Ll ela)

(C\ J20) 53 3 5 s> (1)

sl e e w1 (2)

Wipe free spaces with BCWipe. 51 (3)

W oy geedddl e SLex Y > C,,fa,uﬂﬁ,«(@
OK 3 e a) & glall ol Ld| wud o (5)

D e Jaed 3 et el dy i) ole Ll sde LY (6)



5 s Ay Sloglal ) pol

Fine Crypt [2]

Fine 7ol altseicsl IS po Slo glall el dads 0 3ol V) ELS
$ 3 sl 63l Crypt

50U V153G Bl auad 355 ) s 5T Calll s (1)

Wipe @3 ¢ Fine Crypt sl «&a3B U jglins (2)

OK 51 (3)

I ol gk ) L3l puedall ol sde i LS

Tl e ml -1

oL B Je a2

FineCrypt Je 5| -3

.Encryption Preferences  _Je &1 -4

(30) JSa)l 3 WS General dmioo o Laaiol ¢ 5 ol gl =5

dminall el 3 oyl sde Lud Ss -6



5 o Ay Cloglatf (o

Er=
~» Preferences

Quick Encrppt ] Seszsion ] Interface ]
Algorithins ] E ncryption General ] Faths ]
MHurnber of wiping rounds E .:_1

FRoundsz of "'mashing'’ encreption key 1000 _:_1

i Compress all files before encryption.

i* Coampresz only comprezssible files.
i Don't compress.

I Always replace files with the zame name
™ Festore original timeddate stamp for decrypted files.

If file already exiztz in an archive:

7 Abeays ovensrite.
i Owvenarite with newer version.
i Show prompt.

i Mever ovensrite,

| Ok, I Cancel ] Help

o (36) o3, S

LAl
iy pp JUll o o LT i Y Sl glall Gl 0T Ll S5
JlM@J\QW\f\m\wxW&du‘S%xw%ﬁj rx.’-l.@i\






Slaladl o bl _a 48 L)
Files and Folders Sharing

o DI 5T SLA iy A1l oy O goddvind ) Lggh siony &2 3
JS BLia e 5 3 @Sl e oY e 3501 (3 ST ¢ e Gpedins
Ol & Oleiad W T Cale ST pdieine

HIS,HLEl (3 @Sl ol Sl e Ole 5 Sl

AL UM e 3SLal) s Y

Sy LegdST G s Gy cands plad) e 501 &S 5Lal) 2 591
S e e ey e
Al JBA (e Gilalaall g clalal) 84S jLaal) [1]

i) S b el T fadl 3 ol ¢ A5 slae 302y SVl Dl G
gLl el Jad liSey A IS o pedduianal) oty colalel) 38 La)
2 3L o lad|

4l Jso sl (3 8,8 I, o 0 (Gl ) alt sus (1)

ol pal @l eV 3 e 31 (2)

(BT S J2o Sl o sakan (3)

Syl i g1 (4)

AL 1 8 Lz 21 (5)

obsl 5 e a1 (6)

127



5 s Ay Sloglal ) pol

COUTSes goslos

Lk a5 yldng'! ‘_q_g.‘i Jﬂ_nl PETESN KT dS_;LJhg f_;.nsw.d r_]Lnau'm
s

dlemedl 1 A5 5lihe poe (O
alell |38 45,L8, (B

| courses| T Ll sl
| "

Aoy 7 i g B | (20 Cppaditiongdl 2o
B | woemin0

| e @_I‘J|9_.a_9J.| M@JJ\—!'—!_;J'E‘;J-MJ
R Y L e -] .-.‘_Il...a.-ﬁl ol e el

Bk S st 59 Lo sl I3198) G 5550

n_n.‘i'__g-a.-_;.-ﬁ_;.#-l

Eo Memall L3 38500 2 bowadd WWoindows doles olia oSl sl
N (VUL - - P P 0 | G Pl - N
Wwlindoms dolea slas Glalas] b ae

[

gebes | [ seBeay | [ sblse |

ISyl oyl (3T o3 S

(38) Sl o g po o W glaes (7)

J=S) Everyone ¢ gag lani ¢ Ju ! 28 J&..m.fmt)_ﬂmul\
g_,\.é\JJ 4&6&2&%%1@9\‘)@@} 43;\}3&%&(@”\
e gadtl Gl Gl 5« U oL Y!

s bS5l e 5,058 J>Y s Everyone Le gogt > dny &)




8 piiicn Al Olaglall (pei
oo eyl 3 Lal ol ol padl 5T ¢ oleaY a2 1 LU
ol gas 5l ols¥l pad o5 (BLof ) e Il el

fom Attt e o (ol gal 51 Lol aV jlasl aw (10)
G bl e il o5 e padl T ¢ et )l s e grall Sl
P JUS as ¢ SU

e (Lot 5 Joisy Gl p 36l 135 LS) JolS 0S4 1 JualS oS4 (1)
A2 e s clallly ol

A e ol bl sl ed Jais HUS 5 56 5 2 i (O)

A s ol Ll i) aed Jadb sel 5 2361 3 ()

courses 1 Sl 430

[ W yLdnedl CSladd

I b A | I N ) o | I BT |

[ o [ sswe |

N | 7= e | Ewvernnone = ladl
= 1 holS aSal
= Sl i
bl [[(ememn | [ 381ee |

Sl oyl (38) IS



5 s Ay Sloglal ) pol

oUasl)

G @Sl L b J) el 1 pdtsen (e ST 5L sy U3
LS o ol s 1Mo sllae s ol g ptintins JSU i siall l-Sall
B 2 M Gpatiiad) ;28U o ) e e ol Sl sdns 6 5
& @Sl A2l IV e ol I il 51 sl oyl
P ol gl ] L) LSS i siall oLl

Al uad s ol callt sus -1

ol o8 Gl eV e sl -2

(39) IS LS Ol poje ) gl -3

Ol imio 5 -4

ey i, (el el nedd 1Y) s 0L e Sla -5
i grall Il i @03 o5 pasenadlsus puss IS slaall E>Sall
co2d ) ledl el
% = [3]

36l 3 oy adsen Ll OLS 15) e addnel) 208K B Do (5T Lae]
PACCS| PR-AR FCHIES (WP SL R (LR P

Ul (3 dage domadl odp g . (obedW s e sazeal) L)l Lae
S etz s O

MLl Lok -l OF (6 ¢ Jawl J) e o &l 55 ol-Saall
elae] (e o o W caddt el s wlidly Ol e (o Jons
ol 51 gt Wl Ol sried ol B2l



5 o Ay Cloglatf (o

CoUurses goslos

ogendni | Glel | A5 L0, e

tormeddiianal o1 Dle sesedl £lows i

Adrninistrators [SO0LIMMARN YA dministrators) %
CREATOR OWwWHER TbY

khaled [SOLIMAML]

SYSTEM 0TY

Users [SOLIMAN U sers) ToY

all )

= Lol Adriistrators J ol aad

[3
nooooojd

(£

hositie Sl id | S5 ciacitie Slaloe) o1 fuald SL 0T el Jgananl

JolS afas

Sy Bl

el Db gt 2y
Gelys

s

- . o
A oala ol LN

U l\:ll__;l_.::'h-” -k

J [oetrewnn J[_ solee |

QLY Oyl :(39) o3, S

LAl

L@;.i.b 4CL:;>“ 3.)\.3“33 ‘JA.’J\ MMJ Jjij L§u\>l oLl %2 Z\SJL&U
bz OF Y Sy ¢ ole plall e plate (3 Lel ol 35 s 4513 <301
L} \_AJUA:-TLQJJJ ‘Zd.:.w;_)\ a.lﬁ&ns:u;ww W\ &«Jw‘&fw\

..X;-\j OT






(RlEaY) o 3l

Backup

3l Sl gl 0 o U3 v IO Lt 1 Solike e OF 12
o gald) ol Slike e Bud clai o b Slakie J g Ble. =Y ol
Mgt (Bl eyl Laal S5 S Bl W il oy s 5o
oAl Al phsal 1485 (bl V1 5l 0l S e @dSi

Foe Bl sl Ay

ollg s olike e oy sl ot -1

Laaslly cilally cigdlly (UL Lol 3V Jte cp iyl dwy -2
(2B e 5 by gt st Ll gl Al 55l)

UL Lol rnly 5t s G il el =3
oliaY) o 3aal =y [1]

«Norton Ghost sl Leladl e ol ¢ o5l T e e s
\.u@Wﬁ.owj@\jy;gg\gum&<muzjy)asw.s;\;gé;ub
Sy Jorid wUss e peodll Bl Y1 el sl e o 54
R

fe | Ul o 9] [ il gl 31 | gl 31 1S | Tl e 1 -1
bl

U el asban Y T (bl Y1 el e el gla -2

Ju e 8 o bl Slslueyl g Ul as sus -3

g b b pslisae clde 133 ) sl g sl -4



5 s Ay Sloglal ) pol

(bl asens

Lpol s el Lo 00 30>~ =5

bl Alial -6

LS s (bl a5ed @i Lo Hll il 5 55 el Dl 3 -7
AL ¢ e ¢ JolE (Pl ceole e il g 5 Ldd
Fledd Bl diall § dakize )L 5 e
Lllia) A3 pla il 3]

foe | Ul o g1 [ oLl ol ot | el )31 8IS | Tt = e 1 -1
bl Y

(S e B sl T bl Y1 ) e Gl el -2

(S e a5 S coblue Yy ol sl su> -3

Ld GSsy ¢ ol 5 e EIL bl Yl a4
ollg /ol sue ol U /il

gl Y Ll 6T S ¢ JW Je a1 -5

& dakize Slyls 5 e 3l ey cpla V1 350 i S -0
Flael) L3l il

:ghgbg}\é@wm@wb@su

O 3055 OF Sy ¢ el O 3 o5l Lablen g Jaid OF Jsl> -
ok S G ol o sl G B il Y o e suld ] e A

(2 BV el Jasly yas e aST -

SUSTRN NI



B s ALy Sloglatl (yal

(s A 3

E-Mail

3 ol ) lod | 3T e (Bmail) 59 2SI91 ) ek s
Tl Sloddh ] O gadining S O g8 pm el lane OF o i g o5 )
Sy clgle s g cLdbanaly « Bl SIS ¢ g SO 1 Loy 2l
Sl AL,V i o Bla I Lgadais o) L 31 058 o cppdd) 51 e 05113
pldseal Cass o1 a1 il gl &g o 185l ol ASled) g
s O —3laze 51 OIS 13 3= atsuinald (S8 Il Lgazmm s (55,809 oy )
sdon of OF LaS ¢ S SO a1 Bl gy ] S Y Loy callay] S Lo
ey ol Y Lpdand G i Bl oy aliad ey a5 eV
A e gl o ppy ¢ SOV A s LS Lags LIS

S el o Lo poe ool ST Y g 2SO91 sl ptsenne (51 0
Je,¥ pdduiy (I o, ) 525 «(E-mail client) o L 5l ¢ el
el s e Ol Ole g Bliag L lgede s M1y e Wdbals ¢ Jsla )

s Microsotf Outlook 5 ¢ Outlook Express J=te ¢ 45l @3l Jwead) (1)
5 e Jee (40) ISl cBla Jany pasetdl Sogal § S 7ol )

Lok~ a1zl ey (Browser) peinarll ol 4oy s el (2)
sl 3 S ¥ el N s« (Hotmail) Jow <525« (Yahoo) 5ol 4y 5
) Lo a5 1 S 20 BBV o S350 (3 S U5 ¢ et
LS o (A1) ISl «(Yahoo) yaly Je



B s Ay Cilaglall (ya
(AR U]

) D 1 iy e gl
B papd -

L] oyl +

g el =

St Sl g po e 6l Qe i g (o e i,
K Sadl Alagesdl

gy B piliadl Wil 1 ) el Sl
(Irhox) potil u s ol ot L

PURe ‘.JG Ly cﬁb}j J\&s Micorsoft Outlook (40) Ji.’;J\

A5 eLAN Jany 6 ozl el s 5 OIS Lo L

Lol odny cad Ay (s 38352 5b1 Bl JI et L3l 2 ,e (D)
W3 Al Ml g a0 505 ¢ Joon 1 ol oo 5 (60 Al ol oy Lo (5

Al s ¢l b Ll o

Al ael 35 ¢ lo Bl bl e assenll o8& (2)

Bl M g 5o 50 Sy it Dl L] (e il (052 (3)

STl ¢ yases I\l y] @ ¢ (Message body) s )1 (5 35x 5 ¢ (Subject)



b yuce daly Ologlat) (pai
LS ¢ Ale )1 ase (Attachment) JS& e LWl s dne olike ) (4)
gk (A Bl I e ahoas 1l ) i o ) o 0S8

Gl\-l N+ R - e g - & vig B L‘J
e ey
—— T [ ] -

ae - [
WRHOO! maiL o T [ e

STRAIGHT FACTS: N il R e o-c sann
5T s rEshar e
n mas | Casba - - Mol Sy a Wl U

Bl r._ﬁ:h il Ll ‘:,:ﬁl gl Tl
At e 8 sl pdl b aydly el ) il

3 el daa ,‘,.-ﬁi‘palkﬁl B Lid
gl Bl el i gl gl
Bl -

£ pagdl -

a1 e

Kl pan*

.cé..a:l\ dbul g 2 sl Yahoo Ay dgx! g 1(41) Ji.‘;J\

¢ 55 Y 2l ey S [1]

JQLIGJ‘J.:}\’J‘ ;w\ﬁdelj ‘oJJﬂMYM\Cﬁ»L}J\Ul
(-1 (E-mail Server) @wly 3,2 Lo sl ¢ SN Ll sl g &) —OLA
tlaa (peals esale 058

ot et e Bl ) Ly a2 (SMTP) J S 535 ()



5 s Ay Sloglal ) pol

2B e &Y 5l I e el el a2 L Ll T« L)

pdis (835,100 Bl I 58 55,01 1a Laitt ((POP) J 55515 2 (<)
oS G eV S 55 Blany ol s Ll o B sl Ba> e
(POP) 0 Yo Lgoltseud]

B SO pUs s 1aS 0L (4]) el e s
J2e Jes el (o pltseraal Bl N slie b puse ) o s Jw Y1
a1 035 85ad1) Jlw Y1 ) Jasiay sLgs Yl day @3 «(Microsoft Outlook)
SN2 63,5550 Bla Y Il (SMTP) J 58 555 5 o gy Lade L ( JSC2J)
tlen L d CIB Y OVl Slay < Lgzgr s J) oo

Ay ek 5956 (e e 4] B sl s il Ala I jdas 055G OF #
A QUL N a2 (SMTP) 58 555 2 o 5 IV o by 52)
(o 85kt )) ) dga sl asil) jaasdl

Lok (6355 Cnlas o 4] g s) Gasndly Wl ) e 05, O #
Ul N shas 2l ) (SMTP) U 5S 5555 (% Lay « (il 5y Sl
Lo I G pSIVN ) dsds 5550 (3 4 LBUL(SMTP) U 58 555 50 Y Las)
e s Al Bl N s (3 @3, 55k Al )l 4] Zgz 1l jasesdl 4
Y Jlao ¥ as 131 (4 3,55 5l ) LJla) 511 5La 1 a3 (3 AL )
(5 03,55k ) LS eld Lo b (e Ll @5 (s



8 ysiin 4y Olaglat! (yel

{4 Aadld JiLSMTP Server) (4
IS (A b dadd 350

AN 4 ) Gl Aaxd a9 B AN 4l Jybdard 35 SMTP Server)
(POP Server) "

&yl Aadd 2 3a
I SASNYE-
MAIL Server)
S Ayl palal
@ A dadd 3
ISP

2
oAy
E-mail
Client

(3 AN Bl s 34ST:(42) o3, JSCE

S AT S8 Leds 5556 a3 e e b ydaas Al SU s

J5S 55, 0L (1350ad 1) L1 55 xSV ) Badts 3956 JaS e ptdetae

bdie 5.( 5 5kadl) sl SUD 2 sl 5 (335,100 Al ) ikt (SMTP)

) <(POP) J S 55950 3 ydile Juay 3 Jnaadl sl el sl G5 ey

Sl I el N e o8 ¢ (3D il e ot 5 (3 Lo sl
W e 2s ¢ (53 5kdl)



5 s Ay Sloglal ) pol

s A ) Jlaatid ani€s Al jUadY) [2]

(1S 2 oy Vil o Y Sledos ST g mSIVN A sy
Ao G 05de 400 O yli Lo s g5 ¢31,3Y1 o SIS el
3 Uy 720 U8 55 g 88 Cmdinzad e Ll olS 20l Lol s 553
O 14,9 5L Lo Jsae 018 22002 ale 5 Aol Lw oy 2l
Sl e oy O 3505 oLall 3 D, 05k 54 203 ol ¢ Loagy B
Jas ¥ oY ede s T Ly L, 050 35 ot L J) 22005 ole Dol
S o LIS IS | o ¢ S SOV Jleanals o e Loz
- bl alasuiad 5| 3915 oS 20 S dlasl 5ol arinay

Slamg W ban ¢ 55 2SIV Al e oo Ll 3500 odn O LS
Pk b olemdloda ey i35 2SOY)

ETY-CN) Y SUH I W S PN Y IS AR EE SN )
Sbleal —ol8 sl S Ll S 5 ¢ iwasil el g — (E-mail account)
(Spam) 33le oy W) = 43 o5& U1 12 0 I 50y e Sl
e 1S ey — 3Ll 5T sl s 5,15 S gy s« (unk mail) of
alias (I g pSINN g Gl e ST OT LS e 13 ols ULy <3 )
S bl e 501 s 332 5 5.2 %5 501U o o bty 1S 21
o el L] et O Jl 350 L el 8 oIS
SIS Yl dse ST gt A olighadl Jass

: C; 50 e "Controlling Unwanted Content’ O} | gay s (h
http://wstonline.bitpipe.com/data/detail?id=1097086148 820&type=RES&x=460943437

ENFEY )



8 piiicn Al Olaglall (pei

el e S e ey —dIn ¥ = OLS 5 pSINN L N 0l ()
e iy

Lpodkdtny o) Pl gl e 55 2SIV 0 0L s ) L) ()
Phishing ) euly & 2 be 525 ¢ Awlud) LUy draseldl Sloslall aad O gear Ll
e e BN IS sl S SV el apens OF S8 e 51 ¢ (scam
ol o pelie (3 4ty <o S e 18 e il @l o5k OF 3 e Al
ane Jrolazy () Ll Joe ¢ pasined) el I3 b & Lo dvan 03 50
L5 SN g el J) e s Sl daseds e Ll Jouty o8 e g
s o a0 W cdaidl Gl glae Cgdoed 31§ and 50 5L e Sy
Lol I (Ao il pasendl aUS ey a3 5 ) el pddendl Jang s ¢ 3L
BJE JUEN I JY P NSy RV I (P JES UL S P (RS RUSEPR RS
s e ‘@Lﬁ;\aug&%oimgjuqzi@4@@\,@&1&)%&&_@*@;@\

osdmoioyt@\y@;p Lapd (gl 43y c b o8
At O 5580 el Ll e @35l e 58] ol A
311999 ele 31,955 3¢262¢834 1o conis ) el (e g 53 1a o)
@j Ogad 37448 a3 5305 ¢l 22002 ale 31,955 144647933
22004 ole oo F-Sceure 15 5 0 SIS o300 ey Vs o o

20 oSO sl e

u_l.c " What it is, how can it affect us, and how to deal with spam "ol g JL_2s (D
http://www.sans.org/rr/whitepapers/email/1111.php : C; 90
e "F-Secure Corporation's Data Security Summary for 200" : ) s Jlze 2)

http://f-secure.com/2004 : C; 90



5 s Ay Sloglal ) pol

Jos b s M e 06 22004 i 34T ) o Jas pi5s
OIS 2l cid I G Sy pedseadl ) Jhar 0V 1 e 270
Dl i ye S0 Y5 il 4 oy M b i s 220030
UNEE AP PRI TY-\) NUUR 3 SR DS PP PR TSP
S il 3 s
( E-mail Filtering ) s 3S81Y) 250l 58 [3]

(Spam) ad 58 U1 o oyl e palsedl om0 ey
iz pe 3O A e el | gl AU i) (S

) @B, e 56+ (Client E-Mail) g g 2SI 01 Joos sl ()
Ly yhall odp ey Mon 5,8 Lkas (74 o ¢ S0V ) Jes sl
o S g o o Lo Lo iy o ot )3 ki) e gl <L s
J8 el gl ) Joie O ot b o 1 et a1 00 Lo e 23 )
s OF LS ¢3Sl BLss) ey L8 o] 1S 050 05 oy 1 iy s
LS ey o S Sty bl oy Ay SIS 13 Aol Sy 15 5 e
S ¢ 8y s SO LT Ll Bl as Ot s ¢ Slin il
Y1y ¢ (Antivirus) a9l 53Ul el U 535 70 Comanl 331 paar 0555 O
ol 0l 53l ol JU 852 W e oo 5 (532 VI AW s g il 23 )
U8 18] ool ) 31050 38 el el g ezl sl clls g
S < (ISP) CJJSS:))\ZAJ}JJ}MJX\B}RQ\G@L}LML}

: C; 0 e "Spam Classification Techniques’ : Ol gay Jlie 4

http://searchwindowssecurity.techtarget.com/whitepaperPage/0,293857sid45 gcil0109
12,00.html



8 piiicn Al Olaglall (pei

5555 Ul eds (3 1(Server EMail)gg g —SIY1 dy dl s 3550 (2)
Uae ] g Llon 35Ul ooy bl diny € o Aol 35500 (3 5,80 3 g
DA e AR an sl

1 i S Y \a BT 0 ¢ s sSONY a1 5,40 G o ke Slon
Aol i e 38T Gl ety 616 U U o gt M b ol e
S G el ey laalloda T e

e Ly lall odis dieias ((Black  List) 13 g iodal) &y o —f
JOUSUR [Py SIS (O IR U SV I VP EN LS G TP S LRI S
ST, 5 SOVl ok 5550 o5 B Wy el LSS cad st
e Y 0L Lgario OLS OLb cels gl LW oo o Dl JI jiiaae OF e
O LY it 1) 0 b Ly o 1y s B 1 O 5 o 0L ¢ B2
o1 gl LS ) Bl g jo OB 4 g8 po b by p gk (3 (o2 UL
Ty o)l o i 285 Lgiali 5 13 pudl 23 odn g 38N 23] J s
13 g L3l 2 95 Lo s A 530 Loy Ol Lkl ol S e
O sankiiomy b 58 o Ayl o DT 2l 0 s oy S0 38 e
wuum&s@mopw@‘th;ojﬂﬁﬁjus‘wu\wﬁﬂ

i Jall oda :(White  List) s\ 2. & oSl 4 &y b —o

Load b o b i 2 WLy JS 01 La (528« Lgald Sl ladll s
o S b gl Gl M) e ol eliadl 2@ 3 o M1 05 o
L a8 o 1o ) Ao Bl e S 15855 sl o O gy ¢ el



5 s Ay Sloglal ) pol

) L 3 o g 30 Lo OIS 13) € ooy oy i

: ( Heuristics Engines ) .\ sludi o s\l OIS 2 il b —
S8 13] Lo gl § il Lgaizy ol a1 oy gt e 33 Jall ol azas
ok el tage e 8,2 el pdloda pio i 8 cad s 0 b b Lol
o ol (e 55 s 2100 0] U ¢y S e 3 s LT 50 o
e ) 3 b a8 oy M 3 Ly iy iy el
iz Ul 5l 35,5 e Jgadlsge ol 5T (Lil2 (2550 @i 4 s
lstg il e e 0l Lo U 43 o 1 e sty Lo o OY i3
gy Ll 355 2 el I (e LI O b slg] 59891 ) gl o
TRV FUNS I SO PERE AP S PR SEPWARN P S IR UV P

ot Bl ads plibeal a1 Ol (o (o) Caadl Al b -3
Ayl odos pusend oIV A ) p gl e st M e il e Dle slas
s 51 Alu I g 50 50 Bl (353,101 SLASII e ol Jois leplall o
L5 oy M e L ¢ 0 sl e ey oY)
ol 0555 O Jlaz) Wpdd (3 5> Sl p,\j,\:&{bﬁ)} A3 lelax |

Ll 380,150 LIS e ol by casd pé e e I ALl
Sz Y Lgls cimld Lgdus 2 Jall o da 5Lty Bl ) as 51 g ol
S e il 13 e jetne gl
s S 2l e Jabaill 35k Juadl [4]

Bl 03,5 chalad) Slaglall J,y (55,91 g )l plaseed o ()
Lﬁfgf&)ngw&mﬁu@"”;\wﬂ UENJy URGIESPR S IO ]
L e e S SOyl ey 08 o) i e e aadins g1



B s ALy Sloglatl (yal

oY eSO ass G AE N ey sl 5 0Ll Y Ss jata b e
(PGP) 7ol Jio 2 il 1A Ao ls el 1,

PPN ) [N aL&JJTJ_?zﬂf_Q\QLal\J\_wig,_;;(g)
o by Jeobail) eanze g mSUNN ) et 3550 OY I3 5 ¢ (Attachment)
g3l S e Lo 1 e I IS 5 e ol o L o 21 L)
L:gol_ét:.:.é-\WLQJ?SJ?JJ\QLMM&NJSL»M}.?_?&\M}:@SW
oty Jlus Slay . oLalll odin oo Joladl (3 okl S5 550 £y oy 32)
I s eSdl ol iy (o) (FTP) sl Jia . 8 Sl lalll Jle yy

O O PV S P R VY BV S B BV I R @)
do 5 ekl 18 e Gl o a8 Gl 0L VI (Lgd o ge M
el s g SO

O 885 s AN AL e ool Bl 3 DL g 2 31 o5 (3)
55500 ST 8 Bl ellasY e b5 1 b ol o5

VI ellgie Lo Sb (Email address)  j 5 2SIV bl e e Ldl> ()
4 35 o

s Y SISy o Y ol e Laslill Sl M s Y ()
3 0 L) S o 13] agh 5 bl n Zesldl ol

(3555 (o yolndl e S S g o8 5 S 13 ()
it pUs aldsetaly Lased (e AST ol LI b | by J gy SIS
ol 9,4

Bl 3 B2 ol gl CasS ol 3 ()



8 yotieicn 4l Sl gdall (yal

SLA el Aol ans 5 SOV A ) el e (L)
ol ods Jais Ui 5 O Glde <\, (Automatic Download)

il Jrms gl 3] LS 48 o o i Ly i e (5)
Al U5 ot peali ) s JWg cad g8 s b Ayl M OL 55 2SO
s A 3y ) el s i (3 5k [5]

s el e S 50,0 s azmy =1y 0 (SIMIME) S 55, ()
ST WA JUTINES @A (pe 48K (s

Bl e e B (D)

Bl A e bladl (2)

P S n Y IS 5 Jem S

o3I jpasdl pslie pudsis S s 058 0T (1)

Gt datne gz e Lle (Bolae 53lgd addvins S (6 0,55 01 (2)
oo Gl axe Jalasy s g g Gl U S 550,01 g el e (Y 856
s Wl S8 Gt ) S8 3 ab sa Bl odag lag e Sl solglll
e e ol glall i

Lol ad pbenelly ol 5L (3 oSVl e il 055 01 (3)
Office )y (Microsoft Outlook Express) C_Au v «(SIMIME) J 5.5 g5 9 = Jslal

.(SMIME) & Jolad! LgiSis Netscape Messenger)) GAU 9 Oy 7 isudly «(Outlook
Lol e il ge g e U S 555,01 s dezny 1(PGP) IS 5552 (<)

http://www.dartmouth.edu/~pkilab/pages/Using SMIME e-mail.html (1)



8 piiicn Al Olaglall (pei
S ERER =L PSMIN L S NUCIVRCHEN SUA R ICACGS S ERUNUIN PPt
550 Lo Slaadl adin el (S 2015 g 201 w315l es < J S 55 )
Lo ol Sledd| jlaie § ola bl odia & lis s . /http:/www.pgp.com
Ao a5 b)) LT S SOV ) 0ads deds wd Lo gee SU
(sl ) 3 L 5E s UST Bl ) ka3
Ladall
J_QAJ\J?@_“JJ:L”L;DQ—QL&\QRSJL&LS—LF‘UJ;SJ})\JJJJ\
el glall Laglate (3 el ol 8 s s <3 (3 LgSUy gzl asl )
(il gl odm e 33U W dovmnal) By Jall e pdend) O pan O Y U
B B e llay 59 SOl e el Lo g i STyl B 5
Tagll odon IS (e oy Vg el (3 4S5l i llall G5 s Lias ST
2934 e a3 d1 OF (¢ o Y s ST leslall el 3 Gnaadeiel)
s el W e sie Ly e a3 s ¢ el pad JeSe 0,50 Of b 4y
) plase A Lall las Y | e Lge Lol goladl paeanel) (S
WISl







Secure Online Shopping

oy 5l 5y Lo 5l ¢G5 gl ) 55 03 gl S 30 i OIS

L et el e Bl O8N, b 5 Y s g5 e OV S0 M Lol
3Ll s o (o mdl e i g0 Ll oS 0 Lol 5L L1 2Ll 3
Qiﬁjﬂjﬁw&,ﬁ@jﬂw\oﬂuﬁu@&&i}.iﬁlw\ﬁﬂ\
PG, an sy ¢ ga i) 3 gud) Llas o 38T lajUas OB (5 gundl Llas

Y Ao ¢ G gundd! TRy

oE aE | e S 2 o8
oy 5,59 2l e e el & a0
e 559 2k o] D e e
Oy 55l e D) B pal ) 3 s

CeT O) G by
B 13 G Y

oIk il gl ghal el 8 20
isles ¥ BUadly

o 509,20 ed | 2l e ol 20 s Sl plas 2SS

g Lro I Slpasds o

. V| ol i) sl ellae o 0

= el 09y 5,51

claeV) U NG G gas o Y 149 2 g O) s J) el



5 s Ay Sloglal ) pol

L;_g_)bu_;&)_.‘:l\gLJiupJ_;-\wn.bY\.U4@}&\1&@.:;?@)9)_:5?)
P oledadl gLty w5 Y
dujy\g&wulu&sj43JG_LAJ.,C-¢¢J.‘U:))\OP(=)J@.¢)ALQS%
Led L Aasetdl Sloslal Gl ) e (o ¢ iy Joo U1 (g b 8 4y O
Ladseins S dla S sy JS0 il Slile gl o o5 <3l ¢ )
CUS a3 me ¢ Al S5 lusle Ll o151 Solo phas oy o s 2l 51 o3 5L
t ol e sl Sy colaglall e o e
chttp e ¢ https o Ty e glall Cllas 1 i il Ol e O] %
.htthu.ngJ;-Jﬁj.)é:-Y
https://www.amazon.com s
Sandieta
http://www.amazon.com c .
e b pd s
L}L@S40&#\@&}?\MW\bﬂ\@ﬂzjyjyj%
1(43) g

é O Internet

Al 8 :(43) o, S

Aol o alald J g ay Lol SUs e 2aki2 55 0 LalS pie sl
4%\@@@&\)}}\WWL@\bibﬁwbéwy SL;;}J:SJ})\
oo = Y A g WS ¢ g mSOV1 By T ellad J g ) ey 16



B s ALy Sloglatl (yal

."ZJD-‘j Zu\.w L} kLLsﬂ-::-’

3B e Gl Lol By OLa] By oS %

G OV Blay Wl glae 55 s N el S OLS 1] %
OE{ AP SPES JUW PR SN U PSP PR TN PR
o G e b piald eVl el 2 V1SS ] Aol ¢ Slas Y
Ola ¥ wlay ULy e W e gl asl @, e 6,5V &)l
o=+l o 'CMgl ) e g JUHT S B3 e jaete M)
eleslad Gllad Il 3y ¢ @ @Blay suudar a1 dlzaly LsU) el
BUadl O Loy 33Ul Glay)y 85 ) e B3N e o clde g 418
celgmV gl 08,01 e V) Ll plas (S0 cclilaiomgy bl I L
Jsmadl 00 o1 ;i) Sl lall A alddeal Sy 03w (Glad) Ol e
lad) BUad) e

3lay Slaglang ¢ g, L iadS Lols Gledl 3 eleghas 052 Y %

oLyl
Ll om0 s 1 G e o)) ks Ui 1) i) 51 ol
PESE ST

AT 3 S Uas s w8150 lags  ad bl ool BUS e 041 5 55 %
T dusd ace G leshan e J gt 5 odotd Opllall a8l ool G >

hitp://www.hutmail.com : &S http://www.hotmail.com : 55

éiégw&gjjadﬁq(j)a\-gj)w\f%j ‘CML‘GAUJ"&J‘}*



5 s Ay Sloglal ) pol

el Gl J) g5 45 Al ol 33

.%;Jyds:g@gjowj,mw&ﬁ@uﬁ&;yfw
iadAll

o, 38Ty ciieeV HUas VL Gz eo mW) ok e (3l O

1Dy e e Slia O SI5 Bl Ay oy e 5 (i suad| Sy

SVl Slo 5 gLty S S Gasb e Gl 28T AL 5 55 e Y
At Uyb Lo e I



iy e Gl

J=3 e B Sleglas oy peiadll GUAS i ) e G s
oo Y UGS 2 oy el e g ¢ Sl glas e =l 201 b ¢ 31
@m\sloﬂﬁﬁwz_ﬁwwj@w‘aujw;uaplmj;\;\
age 055 U8 6T e plae
(il @8 -] jabe il glae & e e Bliall

NPT ’Lsyf Ll O 136 jaradd "o lall & o Ll 131 5
P S Bl ¢ oeadl Sl slan &y e il Bl o OF 0

gt Ll a . el e ol Lprats 1 leglall a Lo
Agle ot 28 o1 )5 o Sloshae e

Sl gall a5 a3 2Ll ans cologlhall G ol alisunad 24S #
e oIS 8 sl (g,

= Ll Jand a5 sl e glall (ool e G5 e gk B e
OSN3 Lgte dils «iboplall a5 L el

03,5 ol 22l LI e Y Ll s 5 ¢ pllae b e glas o5 Y
o) 11 3L,

153



| oo gl | el el [ et | s stima || Gl | plof| el

EIC PRI
gy i Ll sdie davda 308 il SSg

::: idizapidredin dlprd=sist n'-.-'er=Eii‘.’-:ar=rr|:5:r'|}'u:|rn: 2l gl

| et pladsool | [l it glabsiont | | ol pladioel |

it hadl s lily

oLl b e 25 5) e U e 515 ol Slndt
Liad sl papall |

T T N P e ..é&::]y
J S ghonall
Supd el Sl cllsli gl ede "l phagll Wy 2 gty
dd gyl Dlodiall ol gpuall J g gll o e Luin s r-'-é-%b';nf
BT
| s ghomall e | [5] 7+] 1tlls phmall g ol bibiia Yl ol 902

(e ) [ow ) (s ) [t ]

gkt || el | [ 3blee |

A Y ez gl g Sls] Oyl 1(44) 0By SIS

LI gl e G b LSy i il sl

A3 el i o d 3 il O | D1l Al oL YT



B s ALy Sloglatl (yal

(A4 JSal 3LS Cclile Gl )3 B iy e lile G 65 e
't dio d ) S | Sl Al e
G«M"Jjj 4"JjJ.L\ KNS C'L«.MA" :L“SJ‘} (g_'i 41;‘—3-*3 J\—of!"‘)‘} u_l_c.J_Z_,\

(45) JSadl G LS sl

clella

[nsitia @iy || el || st | S | Hpopodd [ gloi || ale |

Sy giizmall 2 yo
it W 0 ) o gt gt pSall] pd Dlodealll] B L
Sl 3 gl o 2

aiise) LG JLoEH lolsc)
Shed i LA o Sl BLLA 3y oL JLSY gy
Ol g 85 el gl pll g b iy sl o] ptns] % K o Ll
il p Foby v
SN LSyl ol gkl

[ ouba ][ i ] [ SSLE g | e

e sl
( kel 0 syl BLolS 5 (el Lo [7]
T SUBIY Sy P JLeSY 2 gy = aell BlLolS Lk idlaell []
A P LS AL ghine frmsa
sl SalS e | [ ikl e |

; " 3 gpilall LSl g Lusa™ ok
il Sl gheall o iait "Microsoft PRTNPSTIN "'I.i-qy& P G okt S
L phod] B od el ) s

(SUH JLSY Sslus) 1(45) o S
il
i ggme VI ALl G p pased Sloshae &y e BLAL
ST 5 cegd I3 0,5 Y 8 8l Sle glall OF S 0 e M e 5 cdas)
AL Led OIS el Conez! 13]



5 s Ay Sloglal ) pol

i I b g 9 S riialia

Microsoft Internet Explorer

o Ole g Blay . yang lpam dlate ol g Ao a2 o BN ISS

Sleshall @y 2585 2 25 cAols ol g o YA e ol 52
T S g gt gas cabinedl sl p] o ) (6 Y ol gol) el
P Lesls sl g (www) pellanag 8 Lo sl ¢ ZULJI &35 STl 3021
ozl e 2 ) e Bdlatne Bhally ¢332 Bmay pdoivald Sla slae

.(HTML)

wiww, ksuedu,sa

s
@

pet el el iy
paliak jlgad S0 204 =

T
et 4 1 Bl i N
y : 3
[T :.l..b.-.-l w! %
pdill Jga

A Y s 8y b (46) oy S

el 8 LS I e (g1 2 S e e T Y1 e Sl
SLLLua 3,13) IS 5 Al Clalll 555 coboldly & gudly « Olowiiall

s Ol glall i ol minalls . ol (Sl il Lgads (ye s ¢ Rl



8 piiicn Al Olaglall (pei
s LaslT LS JSCaTs s J) Lgrem o o s @ ccondall oo 2l 23y oS
(46) Sty a1t S5 el G o oMl 3511 J] oo 15 i

£ e (e 355 O g I8 ¢ 3530 2 gy Son et a2 L
el e oy e ST e lgs Slo 058l ezl OF e izl 0
rinsial] (yeni [1]

G OF ek 5L ALl L35St 3 J) Sl 9 il Of LIS
L § e Bpen 13l ¢ wiliadly ol 7 25 e oy e a5 4152 415
SIsle ) Loty Ll oo g5 Lo S cpad e Lialr s b
el 310586 O enay ¥ 3 w1 ity «J sl s b 2 lendd (B!
Al D gy e

033 Sty yamis i) L1 53 .Olamgl) Lgzeslie o Bl (pad
Sl Hs ol GlasStace 5 ¢ ol 51 Byas o e La sl s Lo e SSTRU
et SIS 5. oo JSCis J1s ol ol T 0L ¢ gl dago ye i 25 e
3 e Ay Y Bl e Jelag OF

oSy A Ll ad e G el IS it ad dilas s
S| L1 Sl e OF e JSTI G e w91 iate (e Lles
éiu@d«uaw@@vw@wb ¢ pinanad) glo| ¢ rianl)
ufﬁsj.wt_g.\\ruiu&,@C.u:hwgg%%mw@m\,s
e OF ol e cded @ el 3,38 IMazaly 3,50l Oy e ol g il 205
i) lolea LI 0,503,320

Sl elle Lo LU g 3 5 s Soo bt (s Llas O]

u&i;ojj.i_g&g.l_” 4&ijiggﬁcsjﬁa&)j@j\a@&w




5 s Ay Sloglal ) pol

‘a_g,\;\ot«ew\w%:sy.xs‘uw (2 g g Seo il 2 (0 0 by et
oo ASTolesle e dpmamdd GLSINS (3 (Joadl 63)).0 daz) jo LSS
Dol Eodd
cmm.d&i.uh&\ Caladl) [2]

oax N G s O st il ¥l Sbslie Y e oo OF 13
LSS il @By o J) (6335 45 Al cpinall 3 pdss 05 2 degll oL
Sl a3 L1 2SN o (HTML) il S 291230 0] il LS
e 52 S )W Gatladl ) s il eds (SO e 1Y)
ol Ay o e 1 Je cedy | SUg el Stns | SI (Dynamic Content)
N POVRES | PRIUS IO RSs JE | AN SUL SURESCAEL JOV L JU RS RO SN D
F oLl el dalaall LoVl JSLall e s e s

.JavaScript, Java Applet, ActiveX

Java Script [LIENY 5 el
ﬁﬂ\u@Mu}&L@,&b 43)).@_.:1‘1\\_'9&3_;.3&.)_&;:5
4L@,3.lij.l.§\jﬁ\c'l_'9j L%@jM\éM\fﬂ(HTML)M\
oSN G G (B9 (3352 o) 2 Y adas s e 5 Bl gy e
OiJavaScriptL&l{gjﬁA@Uﬂ&S{QM\UML}Z.;;ATQ\J.SAJ_?}J
dLﬂJ?fM\bJuweriji 4Lﬁj}ﬁ%;._3\c_3\jlb 4g>.)oe.‘i_wl\
c§\,l\bt_u'&5>u:j ‘M\@uﬁq,\;w%wu.uuyuj
3 S5 sl e oS ¢ Java Seript Jes e ¢ 2STULT @l 1315 .48 5.l



5 pce 2als Laglal ) (yal
&Mﬁ]ﬂ«aél BESEIN FUSIV S .JavaScriptu_l_c.LQ:aS&;J\ Olaal an s
A7) Yl LS QL e

Java Applet [EIENY G P

U_C-U}u\_c-f Lo ey B n L ol ¢ Java Applet el Any
pdy ((HTML) il n ol &) dmio oo 4 aly ety « Java Script
2L Cpalocl) o 305y Sla g Iy S Jed Zadite jailas
Sl e O 558 Gt ytin ot Yzl i OF 5 BT s s
L S5 o ed Jeed 5T Slike BlnS e Jad Joe s alla) Slike
Az A1 (Sandbox) Jus JI G sdins oy Lo Sdoezasl Loy pall L2 Jlas Y
S J s sl e 4l G_CJ:_S\ J s> 5l e =2 Ll 5 Ol e
L LS U 5 o S S0 a Uil oSty piidl ke
R R IO R

P B Silns g o0 Ol g Sl

0 @5 GaSge shan e SU ol a5 (LB B ol (1

S B3390 pdean e 0 I ol (BBl 8 LU ©lng (2
R E R I R ARCEE S R R CO DU UL N [ CH E S0 | PR SR VY
G 7yl o A Ol (gt sl 18] 683902 12 0585 a8 gl lng
108 0 ot 7y 1 ) ol 1] 2y 608 ¢ Jo

IV 050 et Bl g o Jome B Y € 080 (ol (G5 o gl
(A7) S8l 3 LS L s s dalate J) J oo ol S 50 ke oy ST



5 s Ay Sloglal ) pol

oLedl alslae) XIS

iy [ty 55 [l [ 3o [t [[Fpopatdl | 6leT [ oo |
£ JavahE] i ol D10108 ) Gl s o i a9
IE Java clisdi [S) -
: © 0 & @
L gie 5T (2 :
s el O boglions &l Guipe 3Blpe s Sl i) ]
Java hbas O b
sl Tl 21,3
an |2 = 5 g LS e ilatall o o it 0
Aol ol gy sl Sl Lo Bl S .
b O ERTE W
S @ Silaiall 03gd phadl o5
e O 03 Glodl o piie
= Java qu.a.:b:m;\ iy
£ [ I =] ey eduing ol ae:)
= g 8 gt g i) D3l I e -
il B398 1 a Bl ) L e
R L]
(ot ols) ] [ ket gio Lol ol $lc)
[misre ) [omsrn ) &=

Bl Slng Ol (47) o8 S

(ActiveX Controls) (S Sy oy
by s e @Y e el a5 s S gy S B 18 e Bedite 10
bl Cd gy Sew lidey o e e Ll ol il ol S
S S g el 5 A8 S| ST g 5 .25 5 e (Microsoft Office)
L ol £ 3 A e sy 0l o Olel s i) Slear e dlas
3 G550 o1 13] Ues il Ay olong 1 o a3 5k gl ind
Jsl 3 Jai S disadt a0 ¢ Joall gl Sl mlendly ol 2
I ROE N PR NN PESAURS [P (GNP e PRRCHEN S P RECI

\Awia}j»d{)) ng\\Mbb)fMMﬂ&U)ﬁc:ﬁw 413.4.12:1



5 o Ay Cloglatf (o

Securnity Warning E

Crox ot veareh o inshall and nun “Shockysvs Plaer 200
sxgned an 121400 1:56 PM and dainbuted b

Magioedia, lrc,

Pubficher mu-urﬁ:ip i by WesiSign Comines cial
Eofbwars Publshers CA

Cagior M acoomedia, Inc, aszeits that this content i zafe.
“fiod) shacbd ondy vstalhaensy thes corbant il pou st
Maciomeda, re. 1o make thet atzeibon

-
-
-
-
L]
-
L]
L

I Abwpars bt corfent from Macroeredia, Inc,

e

St ST e g feed o A8 B3l :(48) o3 SIS
e 31 O el Jse (S elde Lt @3 5l1 oS0 ¢ G5 e eals 15
(g o 1in Lnb) B3 3 ool 1 135) 4 i) ) 1) 15
od 3 el ud . cly AU Il )l ode s 5l 3L W Sl
celslale 3o 3 oo D3l 3 ad s Lo Jand juan Ve puall 3 okl Co-liad UL
e Sl S i e B3ler oy 51 b b Lt gl 2 1) ]

e A e iy LTy YT e e 3T 0 B3l 00 5,51 5500
ol I juall e aSTy ST ST il

e s 055 o8] ST et I3 e I oy IS e
(48) Jss

52 V) A yb i XP Sy o) SP2 Ao e V1 Cpitonill s ST



L S ool IS ) ST

Lole il 2ale 5 olBy) plostuut Zadie 2ot jgtay -1

ok £t eths ;5000 ay -2
(el LY jlolive Adpat GHAT gz sud) JUSY Lagtol

macromedia

Home { Downloads / Shockwave Player /

Shockwave Player Download Genter ity

@ Click here to install the following Active control: "Shockwgive Flayer 10' from Macromedia, Ine.'...

Meet, presen

Tnstall Activest Cortrol,.. and train online.
‘that's the Risk?

Shockwave Player Help
Shockwave Player Support
When you see Installation Cormplete above, your installation i Start Creating Now Eenter

inats Il take abnut B

uecessful The allatian shauld ahout B minutes on 3

SN gt 21 gty “Install ActiveX Control” i yaut wes-3

olel 4335 - Internet Explorer

Taalipdl 138 Spds g o j5 Ja
Shockwave Plaper 10 sl
-Macromedia, Inc : &L

" Macromedia, Inc"' (e Lo s el &unls O

" Macromedia, Inc" ge oy grelipdl Sundi pae O
Losd il &

[ owee [ o | Sl o ki (2]

o bt Ll iy il il [ @
¢ 03 RameSlly jpall Bl ool ity 03 SLal
Cillatiomel] slinall b Lo . net

Gro Eadl 13 51U (B &
EE R 2 Y.

SIS g e 1(49) o) S
18 My 0505 g ) sl pm (49) JS201 (4
A e sl J3s Lty -1
Jad AU e e el I35 Y -2



B s ALy Sloglatl (yal

i s Al -3

AN I dd 3 el @S

(e SL S g Joanty Ale 150 ol (6 s e J gl
Ao sl SSsy ¢ a3l Jam wleds e sl e Cip o805
: JSdl (3 LS L s ook ke

baiall 43 Cilalac ) [3]

£

LY bl -

BIESVINIERESRUE AN R I ERRURCETS) [RISES-SH U B PP SPEY
Q}suuﬂol.(cﬂg\jw\Cjuts,ﬂds)a.mu.\g_;;yu (el
5 ) pnate 3 &) CIlpdl Lol s (il Gl 5 10Y e el
YL o1 colualae Ll Jlaa a5 oo w1 eieate (e ) g e 53
ol e el e S a3 555k b w8155 38 55511 31 5h) Lo Olnesls
(50) @3, IS 3 LS gbl

P ES I (U TV Y- ]
Intranet

Aot pul aBlgll PR PO TP VXY

Trusted Sites

Restricted Sites

oY) mdaze G A8 bl 1(50) o3, S
1) e i) —o
tosale &P
) ol dekanedd 1) Sl e



5 s Ay Sloglal ) pol

LWl dzel) ded) (UNC) Universal Naming Convention &g ! C;bl‘ s
v S

\\server-name\shared-resource-pathname

£l el s Y ‘@;\jiwsw\)t_@?uwg\gbm
(51 JSadl G WS miadl wlslie] 3 LgnlS daul y Laayad

!‘. L haico Elﬂ Proxy Settings EJE|

Automatic configuration el
Automatic configuration may override manual settings. To ensure the EE'—E e Proxy address to use Gtk
use of manual settings, disable automatic configuration. s HTTR: P areies [ om0
Automatically detect setti = T 3

[ Automatically detect settings i
|:| Use automatic configuration script

FTP:

Gophetr:
Proxy server Socks:

Use a proxy server for your LAM (These settings will not apply to
dial-up or YPM connections).

Address: prnxy.ksu‘edu.s._ Part: E-EDBD Exceptions
[¥]Bypass prasy server For local addresses Do not use proxy server for addresses beginning with:
[

| ccis.ksu.edu.sa

:
Use semicolons { ; ) to separate entries.
/ /

a1 gl STy 1 g s @) @B L1 15T W3, JSCE

[#]use the same proxy server For all pratacols

by Co @Yl ——

BIREEP PP e SR OSSR PR K (PR P ees
BN

a8 g ) é\jl\ *

pilanl g U5 @ 3B 58 g LT e pusend) Lass ) 31 5l1 e

JSaN 3L « Ad gl A Bl gl | ol | cojml aistasl | il



5 o Ay Cloglatf (o

hitpsi\ A 15 5 L1 3ie pdlge Jsmsly o3l bl OF LY
38 gllas’ 15l e VL D30 g oS O 9 ol e 8L SIS S
i) odd gl BT (hitps:) @l

i) el
[Frosiio SHEE | ol [ et | i [ermadd | 0boF [ e

el Ll B930S i il 200

Bl | | oo Slon S Blae eyl i

|g| ‘?‘ Trusted sites

i e 3l 31 il 638 ) v &3] 90 4 L] iy
el T @lolae ) dilaial 03k gk i 85 g0 i3S

" 'l
S & Y 2 23
5 ; wE s Lz Gadse Bl
iy hittpz:d A by, com = 5 ikl o ol
hittp:d dvmee ks edu.za WJLiﬁﬁFy i g df‘;j
") SO i S
el 03 Hlell s iuns

il 64 g 4] poll B3I [hittps:] pibell Biaed v pllao [¥] e

otaadey Slalas)
/ Bl 2 E T EES
Bl se & e’ b | crmiemtorall 519138 31 gl s -

Mgl gl

[ttt i | [ o sgione |

B g 2B A wad 1(52) o8, IS
Z\Sjijl\ﬁéé\jl\ %
UTLREIE JUNNE: NS S JCIW TR RO JY0 S [F P (g
) s iy Jally £l o) o3l o L] SlSe 52 el L e LT w310
BB e Bl Al o ST 0388 Bl Al Bl ge BLI| Ly S
AiaY) Sl sl [4]
Leil caeVI GbLL aGud ol s iSd) e J5lus jandl OLad] JI ol 5

ML&&\%E)&WT&M@\J} 42\_214.;‘\&_{}&?6%)_3,\2-25}@“



8 yotieicn 4l Sl gdall (yal

Ol s iy e daid susty Lilate Slia O 4J LZ Javay ActiveX  Jo i gandl eVl

Y e Y ¢ s ) ST S b ) pnd Loy L (6 g U s

P ET O o SR P R S I P Sy S PP SR BEIREY:

SLSs b ¢l o WS ((53) S8 (3 LS Vs Bne Al 5l g g
2, 4Vl b gnd b T el o Ll e ailad) - oSG

Gptiitin Dl || Dol ol || UL || o8 tims || Syt penill ‘;,-.L,‘u_ el |

L ol S12152 ) i) s o st Bl Sdm

S 0O «

by oldons 231 e ..'éﬁ.m:;.j'ﬁ oy ol i) )

53 555)

A5 g A3 S odo dElaledl ol oo atal

laliy ood Lpad gy nbsi ol ol

1
kel odgd Hla¥l i tiune
il o2 Sledl o5 stiee il o yeill Loyl n
bun sy |
. ity 2o il Yl -
ol o oS o1 Jetionadl o stionall Jrendi bl
dad poll sk Activel pSadll palis  besd sy o -
L) &5 e plias o530 -

[ [ oettewy |[ obe |

Al O gl 2(53) o S
25 = @by ¢ a8V o ) ) Ol S gl 1 1l
g ran g2 LS ol e i) JI o5 85 ) il atlas — 0!
Cid gy ¢ hte ¢ (g g 1igh L am el o] 6 2a¥) ol sl LS o



B s ALy Sloglatl (yal

Lsos gyl Uin and 88,8501 2 3101 Galaie s Javay ActiveX fos
St 55 63U o bt o Lo s 8 (g 5l s oy s s
ActiveX lnt y 55 15 adieenl) 888 e e 0Ty ¢ Ui ) 511 ActiveX

1 5 )l Utoe g snad) s a5 250 a8

Mo any ST 05,0 oSl sie (g 5ime Jo fabies o o
sl el ) daled b.u S gl

sadacll atlad! alasad 3 4 La STy (BT ool et 51 2 adoiss
35 10 el Ute anls < el 3
dald Glalac) [5]

Lo e ke Lwang e 1 ¢ s 3utal] 22031 lslas YU o] CUSs
) gl Gians (5,58 bslie] Sl 0 8,5 01 U sy oS0l Lskio sl 3
ARSI LY e Y1 3 6 el oy 1aSThe S o 3B (g dads B me
(53) J88 3 LS ol Slslue N J g ol S

(Virtual Machine (VM (! J8Y) Sleall Cilalae) [6]
21 Sl OLaYI (6 e i ptivinel) whlue Y odn o
LU @l Joad 2aY lslae Y1 dd ey (1 B @lng o 33152

POl s dnes J] denite A
.{JJJ.: Sl Nally @Soudl adsal) oz (g2
.M\MBQ\QWJ@@C{:G&M
(Sl Gsdis § ha Jeadl B long ey Jle oLl



5 s Ay Sloglal ) pol

ot ol B3k 515 ol B ol ey s gon O
oo A e dmlld dpo gl = e ¢ gl gl dles Y am ddin L
el @ Sowy lled) J g ) 2] 4y Aol L)

cladal) ez diiny BUL ot ] oy 1R85 Ol
8] SY) ey <l LA [7]

Sl 5l Lgate 3 LA GU A gl WST) G Olong p Jook
L 352 I3 Leddans (S0 cdad g () CiST gy o 51T LS bl b
ol olie Je dage Oleds Com

caml ol 51 Lgae (3 LI U b 1 g ST Y Ot p oo
GG 35 amd o b oS ST bt 35 o1 LIS e, b
b getie 18150 e 3T 13 ols (5 pae BBl b Sl )

Jres 3 oSl U oy S s 1S RS Ol Jekh
Sl sl pUatl e sy HLET 086 O el sVl m T pdi s colong
St s IS e ST, s 51 281
cé..ald\ aladin) die Ayl [8]

wlile 51 ¢Sl 51 ccookie @ oy e pdduind i S abl g o
@i pdsedl e 3 a5l Lg% A Slale g ¢ w315LL DLV iy
3 gedd dassdl puse dl bl L6 ,m0 gt ¢ i (2,2 a1
lale e Ole g5 Ban s a5dhe] G212 5 w1 lo5 e iSlam] wleslas aad
tleny LU,V (s



B s ALy Sloglatl (yal

el S sliabl 5,5 Ll rigdandt LYY Gy i Olihe
Ol By ¢ 51501 el Jae il sb sul GBI Jaad adseisy «Lgdld

da IS r,ua.wi odin 1B 1l LIy iy e like
el GMEL gy ¢ pdbndly @Bkl G sl 5 L)

Jo s el cnd s colag ) Jas Y BVl s oliba
Sl Ol B8lay o35 Je dage 055 8 ULy o s34 b Cile 2
e S L3100 LIS (e (S8 SULy (e (6528 A5 g e LIS
O V) Lgiel i peam ¥ LUV Gy i ol s 351500 w81l c o )
3 31 UL e jling a8 seld GUYI e aSTHIL S o iy ¢ LS
25 U el e gl dage il CIWI B oSl 805 B, Y1 iy il
pdsdl e dage Ologlae e 0dd

iy olike s Jalatl) (3 @ S Dyl ot i o SV i ates
ad e Liaf LSy (54 IS8 Slgims B e 55245 < LY

A by



5 s Ay Sloglal ) pol

=

[ositio ot | ool | 2attl | i | Bosaddl | | oo

Slalae
0] Wl S e 198 | i) il by el iy

i

h.-_’.'u _ _
Lgdlsg Ao g Slalac] Tl aitianal g 831 gall Sllogyl s Slidy g - - | -
Llls doadiiasall i |_..1| U}:L:IE@ ”Lfi\dﬂjb
iilady oo Ayl gyt i Bllng Tk Soiidl Sy 1 o o gl Oyl el Slle gda - |
gy bl L Tl 5k ol 130 oy ] 2-_._ wrﬂm'rwdéwbwuhﬁ&eewejg
A o L Swidinoll 51 poll SUbLdyl iyt Slbde als - |
ol s o et il i s BS 5o (0 Sl sl Sl Sl plts gl

sl il oy Slile) EALAN dalleall jalas[T]

ot | [Ceizeaisd] [t | [ #le ]

Ll paiiing b 83 g0 Sl el &5 gall Ll
oo clod il iyl sl
& & ol Sl el 08l ge
e e &!

Log cJotd] ol o3 Sl ¥ iy i Slbley el bl 2l e V]

e i

B Gy Sl pe Jeladl S s :(54) o3 JSed

adlAll

(ol J) B8 Ll QIS a5 e @l Jl Sty sp miall
s L sime il ) S0l s 55 Y1 i (3 5 48 B350 ol
Loy ol plad) Cio g (3 il LT i 2 5 2 an g St print L]
Bl o b Y 8 pusdl e T iy g g



il ed ) lae Ll

Personal Digital Assistant

Personal ) dwaseid! i3 ) ol oLl s, s ol poudl 3 o il
et gl e ade Iy isla gl Lgio s S I« Digital Assistants)
S 35 ¢ (Mate) e (5T (Quek) S S 5Lgmr Lgtltal oy ay ¢l
o) Joiis colaslall 054 552Vl odin pltsueul (S 5 . (Blackberry)
- W O gl sty LS ARE: colKal oYl

T 5 O ol il J s € 3 gt s 515345 Y odn 0, 231 A3
Ldag Le ¢ (Windows) Joaozadl pldas e B addning 3542 Y1 odn 0 750
G e g e Joacsadl allss (35,8 Olowasl sl 01 e 0 2
s 31,1 L sy ded Il lueLull e 780 e 58T OT J) ol paid) o5
Ld dols colgdl Al oluld el 2 Llag L lgd Oslany I olgdd
POyl el ey

Pl e eanis oI el oSl Bl J Ol OMale sy
slea OVl Gl g ¢ dead ) le Ll

dds 23 gl 3y alaze Y LU A2 dad I Slias L) Loy, OS] (1)
St Ll ol el 33,58 iy e e 5 3y LSLLY JLasd)

t b i3 (J. Gold) . —\&KU "Enterprise PDA Policy: Part 2" : O\ gy JL_2s (O
62002 sl 13 CUL:. Meta Group Delta

20 5l Meta Group Delta. = (3 25 (LGold)S\SU "PDA TCO: How much?" = )y Jis (2)

171 22002 o]



5 s Ay Sloglal ) pol

S IV Bt UVl et oo pm LS il 1)

Jis 3lal ool Lgils il I e Ll S LSG] a5 e ()
co Vo daghae 3 oday coldally OIS LAl pedtsns A1 8,81 i o)
oplardl L3 e Dladadl S Bl s e 5 — 1 e300 3 — Ll 8
el Il e L) 355 g2 sl eV sl o Y1 Clnial e

D a0 il e ot Gore od ) de b pliial by Lo gl
e ol

O ore S a1 s Ly 1 e e Ll (3 assendl Jonsall ol (D)
Jeciadl i B jas sl aks 2T ) Johss ol e Calid 22091 U
3l W o2 8 AN sVl s Sl

S5 3B S AL IS 3 ) el L, T b ()
Lo L U BB b s o) U4

@ Ll el plsaly sl Ol Sleg o M el oy, (DD
r\_u L (ActiveSync) G_au 2 ¢ J—=s «(Synchronization  Software)
<(ActiveSyne) peali ¢ LzaV 38 e 31 Y @2 L) sl 25 «(Windows)
3L i# Se LdSdlods I (Password) ) s dedS Jlo) Cllay Jomy Loie
G Ly - o8 ) e Ll g a0 o3y (601 a2l O gualonll Ll o3
laglall ) g gl oS ainddl o palonl) o1 aladl) G Joibane (ol 0L
@2l Lhes sl ue Ll 3 5 350

(Network Interface Card) 4201 28lay alusciaaly Sl St oy 1 (2)

2 b gl &gyl A e SII Ly 31 (3)



B s ALy Sloglatl (yal

Ll JUas Y L o o3 I ae Ll (3 8350 ol plall O iy G
L J g &y paatll Bl (35,38 ety Lo 3ty o3 Ao L) oy, OT LS ¢
ol e Ll 13 s psmg A jo Sl ot w15 3 )1 3 &l LS a5l
Led 8 b go g 15558 (IS Blpsl d o
Al ool sl aladi WY Al adll L aa¥) [1]
duad il

iy sb daseidl il Jl olue Ll alusee Y daLall 5 Uas Y1 26 O

Jaall A e (1)

A o S e3 N 3Ll e (s I olelaed) (6,8 550 oda s
oo AST gl 18l o o adag Sl e Dpgnd g G2 SV
RS NPT PIA S R PE S PP I PRRESIWUE ¥ U UP Ry
o iz O Lde ASCall ada o 35,2l L JLaaiVL Slgand) e
S 3 i ey dels Sl 250.000 Ol b 0 s 21 olal )
A oLl 5330 L sl 3,01 0 sy (19,2001 e 32,31
e ) olde Ll

Clacluall e Sl ALY dlaal) Bl g Cinaa ()

: oSV "What Does Trustworthy Computing Mean for Pocket PC?" : O) g J\is )

27 & Gartner Inc. Research Note lg5 45 5 « (D. Wiggins, R. Simpson, D. McHugh)

22002 o]



5 s Ay Sloglal ) pol

Jie chaiadl IS 2l (e duad )

[(Password)  saall S 225 Cinis (1)

Sl obslae] i sl WS LT 5514 08| (2)

(Mallcmus Software) i)l =l )l ()

olale el 0L, Uy 52 s Wilas Ll iad J colae Ll ol 5t oo
) el s Uiagf Ldad 550 oy ¢ a1 iy colaslall
Sl @3l G saald) ) e I e Ll e iz 3 Ol s ol s pallS
Lgr 3t oy e @l C ol 055 ledie s opsledl pdon by i
Sl 5 51 @l (2,50 O paldy o35 deloe Loy OB ¢ dago Sloslae
ae Ll e Uil 2t J) ) sl ) Ui Js OF S 05,58
W gl Ly o5 ¢ ped

oz e sl ined I e Ll el ol ol s ol Ll e
o L) dalge a8s ywg,0dll My «(WIinCE4.Dust) w93 (Windows CE) a2l
oLV ol 5,2 OIS o sai e Gu ) STy ¢ o3 M delud) (3 &35 (exe) ¢ 55
5315 b Bl e s L3 gl 455 055 (S8 el 1m0 OF )
¢ N Bas e 3 ke 13] fnadl sl L1 1n y ¢ (Backdoor.Brador.A) (sewy
o i S Sl o sl s et g e Sl 55 ey 45
¢ o3 N Baels ) ol Iy SUI o e 1308 perid ¢ e ) Ske L
alagy ¢ e I Bas U (353 5 sl LAl (ol paly ¢ Lgbdi s Ladyis s

A >‘
-

e laiay) duigl) (2)

[http://www.cewindons.net/fags.net/faqs/ppc-ar.htm] : Loyl JI e Jlae @))



8 piiicn Al Olaglall (pei

B ) asetll e ae Ll B e @ Wl ) (o 23355 Ao Sla
75 Ba el (o3 e Ll 353 g sl o glall OT S35 ¢ Lo lazr Y deutiJl
Ss o e ghall e Lesn o LS Ee bz Y1 Akl plie s @ Lgll o]
leglall e e e J suameld Lgalusera

b 5kl 3 5eall 5 N acludll G (SLOU) Juai¥) ()
ClSil)

L Lo @2l 25 o oI sl —dley = LY Vs OIS
Sl 3 Lal) LY ol 2 W1 (380 g 5l 13y ¢ Sl Jlasy! dada)
(S s15ls & IS ¢ S JLasY!
Agad 1) lac Lsall alasin daliadll JUaa) e Julill 445 [2]

duad )

G e Wbl Sl ol e suad QLS e e 5 11 e (3G e
DAY 6 st o 9a b Lgay il (6 gin o ga bo Jedl ol ey eI

Sl 3l G dmasetdl Lad I ol Ll pliseral baas ol o
PAIU) ) ped) Slulodl ads a5 OF g clasd 5 IS 201

Aladll s Joadl Jag 3 &ed ) Slie bl 2o alaseead1 apad (1)

sladl s Lad I olue Ll sl &3 b 1af (2)

el S g 56 568 O ot 2 Y15 dkncdl hslae Y s (3)
(5

SbasY Jo L (i Yl ot Ll atsenld o) e ld) s ()
ooz a3 s (ol e aly 531 ada alusead £4S dnlie lolall &5
Byl oda 13 e slanel) 5l plall 121 J)



5 s Ay Sloglal ) pol

Slte Ll ae ptsind 215542 Y1y sl ) (Standardization) Jases (5)
53 5 1 e A OB« Lno 0215 sl oltis otaze BB L2003 )
ad 53 gor gl O 3 e el ool 0586 Wl ¢ b ol el 1 S5 3
e 055 Bed I e Ll sl GO e Jd1 4 515 el LS | el
(iU gl e S e pa ool 3L (3 Lo glall el (e g5l
L))l Ol glas S oy e 38l e oS sde e Gl egrde JUIL
Lads

L3 b 55 =l (Authentication Tools) & g1 355 5wy pltbeznel (6)
i ) s Ll 3 ol 55 5o 5 Lo e slaze W1 e Yoty ek e LiSle
Pk bsadl 5l 535 ey 4 Jo 0T g

Ll o e imetll g 1 LS 5000 3 655 U o gha¥I alase i ()
o Ll cdetiendl SLdS 555 ¢ J2e ¢ M ledS eY iazall bl

RESTIN -S4
UAU_EJIQJ_@JL;J\uw\fﬂJ\&\ijJwah\flJy}(u)
s M 2S

e Ul b Gl oladll Glg o ss et o8 el iz ()
s 53 g2 ol Blad | ST 31 sl Y 5l GLasS)

oM oldS s Ll ST s g 5 ()

pdivel) B o) gl el e seall iy padl Sl aluaseead ()
Sy caB sl Ao b yadly cdenall e (i) (e 3aoeil) (Biometrics)
el e



8 yeuie Aals Ologlall (yol
¢ o3 I ae Ll 3 5 ole gall led izl ol plsead (7)
(&3l O paldly oo I ae L) (w Il Gl

o Lyt 5 Ol s ol 2l 5slall el 1 Je Biled el oo (8)
.( Airscacanner Mobile ( G»UJ.; Ll o izl 8 L) CA\J,J\

5! (Integrated Security Tools) &ylasl) iLelSell J gld-1 0 55Lasy! )
S e pen A O 3 Jooladl Lgsl Lallso s sl glis ol
ed Il olde luel) Y1 oISl

b 2 gl eSO a3 N e Ll G e i el e (10)
Sl g dlast cLasy de e

.XAMC)}QYLaJ.Lc-(Off);uby\cb}&&w\@\jcbj(ll)

(W sl e @bl Gleny Lol o 11 S (5 o2 (12)

I g8 g0 S L35 e Sl nlie e Gl (13)
R FERPS UL

G il laghas Lgd o1 il Jl olte Ll plaseal 22 (14)
el SLeYI
Dl

Sllane 3L oo LeSd cdadie ail5h ol3 —ls Sy = &ad ) olae L)
e Gl OLYl e Lgte (5 gl 33Uz 5 o 53 S B L)
sl Ll 0L wladll (g gae e Lal . Lot Lgalaiurals idadl 3L
Slel W1 e ade Gty Lad ) lie Ll Ledd o1 Uas Y e le bl
el By 3 Ol Jsa] e G 8 )






RPN
Bluetooth

5o Juay O S5 (W L3 (Bluetooth) & 5 gl 4o oS
LSt e @i 1 ey 22000 ple J s Sler 05 1e 97T JI Ly s 3
B eS8 4 i odd S el OL Zads 0 05 55 Lo o B sV
i) ily ol Job e Slama 8 e leall Jes e caaianey
pldseial Cad o3 JUas 1 3 o gl 35 Ledd) e Ol g cola plall 38 g
e St ¢ GUas I G Cagsed Lad) S A oYl o gl 40
Led Al AoV jailadly  Jave JSC50 L Al
fCisighll s e [1]

PN PR [P P - S Ol IV I PO e e
oy e A Ly 65 Ll 055 L) Ly 1 1ny e LSLLY
el Sy kel 5 e 3 J) gy UL Juas (155450 Jlad
P Aol ey ¢ yany Wiam 5342 Y (e Lili2 51T Loy J & g3 L0 B

O3 el Jl g 5l Ly

s Cpulst Jlg s Ly ) %

(@le Qs J et sl Sl by

UJML;-LZJLJ‘L{)*

179



5 s Ay Sloglal ) pol

0 5851 Jaxy S 2]

(<15 « (Industrial Scientific Medicine) goull SUadl Jo Jand & 5 5l aao
3 (GHZ 2.48352.4)  SUadl |15 =5l 2 035,55 (ISM) el jlazsly 6
AW g olans

Ao sh O gy ¢(Piconet) cam Lo 025 ST 51 sl Jary 088
542 Y1 e S 2 Lay ¢ (Master)g 52l 5 (Piconet) (3 48,1l 5523
(Piconet) (3 aadl A 3 gl dnes Jay; Sy« (Slave) = s g2V
o1
G giglll A 4l (ailadll [3]

e Laa¥ asilas oSSy el L (51 o 5k & 55001 0L o
3,10 (e 153 ey 1im s < (Applications) sl yeed 5 (Link) Loy 1 (6 5
31 el ez OF g 055 LI 8 pddeid ol Oliadl pansal
Ll e el ol eVl lea ) ey alin Lol ol il aluse )
sk b gLl

ROV 0 PR TS ())

Jeal) e &g e sl deds (O)

Byl Slogall e e3BYL Js2 fardl Sled O p il Leds- ()
Sl Sl

(ISM) (633 731 BUl 0o o5 55 81 atlass O o Lo J) Sl
ST JBLE r ans Ly ol 356231 58 B9Se) J) g5 e 03379 )
3 Y Gy SI Il 515 e il 6l g ag e le ) 5o
ISM) (633231 GUSN (3 Joons (6,51 355,80 3 gl (sl 55 sl putsens 2l



8 piiicn Al Olaglall (pei
O sl e slall e ol o 2l ol gl (u 5080 O sl 0T LS
& 3 ) B Loddnts yan Luany oz )55V
&ﬂjﬁ\g@\k&?s [4]

e DLV el &3 501 85 Lagd 3l G Sl shal) DS Gy
sld e UL 0L Jolsy A deadl oda (35 « (Pairing) dleny B pa Lo 59
dory il JLaVl des (3 dolm ol olelall Gled s Lagry 481 e 655
OY ¢ J st oa LU Geals o oy LU YN gl Al a0 sl
ol e il e LLEIW L 50 L dag e 3 ja ke 8 Lgd ol 2l UL
Slemdl o 3odate £l 31 32 (3 Lgaldnral 0S5

3 (e 61 3 oo OF (S8 55 5hd) Aty 59500 5Ll O Chncall LG oy
t ot plosVleday ¢ el A0 e Sled) 3 G35l UL sk Lpuamy pliosl

Discoverable)) sl « BLaSW LG 2" o5 ¢ "SLasSI L6 25 M

a5ty (Inquiry) slwizeal (69 3Ll iy I3 a2 1 (35 : (non-Discoverable) 5
ATk o

TR TR "quw&@ﬁ_a"c@w "'quw&@"c@(g)
LS G AT 5l e 4 Bl Y 5L Comney IV
Sl e o snell ok [3]

RO-JL IPRNEESRRR ¥ SIS [ YN RN PE AL U JUSBCW
& g5 ol i 53930 5 5 Y e lese )

ALY Al o La sl Car 33 5o gall ) 3l 3 ()
JLPﬂ (Default Conﬁguration)



b peiin Ly Sloglat) (el
dom g e Sl e 050 I A1V blue Y ol Lo 591 gy s s

L;;Mu 45&50&4}}}5(}4\3;?%9\).’51}C:MMJ.CJC_A\U.A
Z Jaxall S8 2 Ll 1y ¢ doemall Lo 591 diad (olall sl

ans oy Lo 5l Lne $Lo 5l 5542 NG oaeT U85 ¢ B gl ) Lgilonia
Sl AoV clslue Y

dol Jor 15542V anae yam lehen 1 ALAY blie Yl e
Gl o gl s (3 5Led| 055 bedie 5.(On) Joiid) wio s (e JLia¥ly Jla Y
poms O3y 5501 iy e g 6T e Llals sl my il
3 0Ll Lg Vol oIl wlaglall . yam e Lagian & jae e O15led)
Lo o2l eilae Dl (3 Oladsennd Oliaslal) OBlay 2351 Ol G Al
ot OSSN Ll 1 OF 0,83 ity . any Logrian SV O3l sy
DLl 0T a3y g la ¢ Slgdl ol oo 03 (52 Sleadl 1531 oblae )
4l O G g 3T et e 0,8 Cady O 5 2550 Sl el o et
YUl e ¢yt ¢ pmall o el LS BI5 lolitefs 5550 1530 lr
b Lo e SUinal S Cpell G ol s e at

el LeS 25 wiblae] ke g1 Sl ol dnased Jlsi (1)
gl e

Gl a2 &5l el Ola glas Dol o e ol (2)
- dbls] 35 o ESURIPEY

el 521 Y Loy 2 SV 31 e SLed Lo dnlie (3)
e Ol glall o, cade



8 piiicn Al Olaglall (pei
e 033 131 5 N AoV obslae Y1 sl wall ok Lo Ul
ptsdl e gy U5 OV ¢ GILYI e Ble (o 55 Y Sl Rl
Jizs et oY cblae Y ole Jle ST S 5l csl s e salin Y

Al Olel )

/ / Sleall gloa 5l 48,0l ()

Mmj‘u;j;ijyisﬁv\c@@u\fﬁmg\;@
] iy ploiall 1 88l o je ST gt el W g S0 (Ll
55421 e Ulgx 2332 o (IRS) LS5 eV il el daaze OF J) ol ;)
3135V B s alid ) ety (o ol g & I J el O pldd
B 135 0 OLS 3] = 3 92l LA g &35l Sla glall wlally o bz Wil
JLasd Loz 21 eadal) il Loing — ALV wlsle) a5 o5 & 55501
Sl gl OB JUls ¢ Lpne b)) ol (ine Lo & G AV 35623
Sl ans LU el L G 31 6 W 55621 IS (2 8 438 T
g lasd

s VLY e coanl) 5 padll 51 Gyl Sl pluseal (S (1)
A LLOYI W G Aoy Y o 2

e TR PYSNI P PANCESHI SOTS [PRE O éi@ Jlast sLzs) (2)
L ol plall

553 28T dlae (53 gl ae ! elisY G pdl Sl plisennl (3)
Le s 35T lamn i) (6530 SLel U3 Il o ¢ Gl et o
NUT AL T S PE)

SBMe 5 Gl Slgd) o ase 2l e Slaglas pe (4)



5 s Ay Sloglal ) pol

g LUV W G 55T egold o0 ol

((Eavesdropping <uaiill (=)

O ) Bagat O 55 LN AGE @055 0 sl e g0l s DL Y
Gz JLaVl a5 o552V (6,2 JLasl elis) die 5 ksl olss )
St (93501 GUadl pads Sl gl e sde oot Lol llas Sue J2ny
S all 68 1 dpled ) olleall sl (3 puduinsy coolas il oda (3 562 V) 5
B e 6 2 Slos ) G il Eles OF LaS ¢ Joendl 3 gl 5l Sl
Bl A5 35,6 (1600)

i 3l allieral ade Cl S oo ) G 5 o lud (S
o A e Claal 6 a T dy b Sla O LSl 0T 3 4l s ) Bladl e
3y bl aed; e sl i (6Y ot £l SR 058 css 2l
cdgdl e L 5ak ) o1 )t el axlig L S 1ay coie
eVl e coailly Gugradl e a8 e g ket JUL

) o ol o2l e 55 a5 5501 485 0 (5,5 B 0
s leall OF jpasall s Chniay oS0 2kl 35491  Ole glall Usls e
OSeacd (8 ata ik DL Gl e L asdl mslie il ssle psenas
LBl (63 b at) Jag L ¢ paidl § pdsviio ) el 6 ae 5 b

e 0L 55 ol iy 35541 1yl i B 8 Lo Lot OF Ui 531 405
A3 Y by ¢Jlsdl Ll colo oVl e a8k deledl oda i
Lo e glall 33T delandl e Jorm e cdelanndly 1) o LU el e
Gl e deland) (SE Ol gall o O LS e85 (ol (3 Jlp ) e SVl el
Joes Ldags Beladl ISl 85 LaS . JLas¥1 oLl Ul gl Ay ) il



B s ALy Sloglatl (yal

Lo oy < Bl Yl e dyie i U et O puald e JI ) sl i
Gagadl sl se Slaglall e
G5l A8 e a saed) O Alead) Jilui 5 [6]

M LTy (b Llem 355 Y La Lo s 21 Bl sl OF ol OF 8
o2l s o Lacd Lgmians JL U 8T ol ool G b e B WIS Uas Y e
P Sh b gl

Al e S g Sl B Lo (1)

s ST e Ul el o ish 6 035 UL (Q)

Loy e diph 'BLESW L6 2 by e Sledl o ()
s ol o COLS BB s Jl ek pE S B el ) B
-3 sy " OLaS 5 8"

cole O 3 LY e Abas ol o ()

S5l EE e dazad Okl ae e S Gled) Sl 2] Jad5 ()
Ll

PSSV BTN P PSP RIGPREEM ML 3 A I PSR JUP AR E AT
LI Lg S0 5 o Lgd £l o 32l pm s s o RS 5 Mo o ol 3 e
co sl ALl s 50 ) 0 S0 ) 4 L3l dpamindt Bl ot Lo
(Sl @8 ks Gl g Lo Gl e ol Ul S






Laptop

¢ ol e 2SI 5L by 5 e e (Laptops) U o) a5 Cesl
LSy 05l iy ¢ i el Llie 0 a0 5y colodss e aais U
gl ol sl Joad Lo op L LIS G OB (6 Y13 54291 3 I 5a

s i e
A sanall Gl sally 3as3 301 HUaaYI (1]
43 ) (\)

S 09355 Y eV 5y «dgast Sler L3, e oyl Ol f
g ¢ a5l om0l (6 g o @ W 3] ¢ Sl (3 855 e slally
e 5ol s ann ol ¢ deldszaly

il (@)

S Ll wlaslall JId o ) ) laslall 5l 51 sl s (any
35 e sball ga Gotgrdl Gty Bun s 5Lkl Jic Y Ling ¢ gasdl 33453
oo ol LS il Ladl ld @la glae CiiST 0950 Lo uewndl 10 5.4
F ] IS B Frea] 13 e gan Jo I gramll 51 5l

gaall (=)

O @ e b Bl Olagal) per OB = JUH) dadey — M e ey
.L@;ﬁ@aw\é@ﬁu

187 slil) (2)

2o e b yiad) Lo e O 955 e wggans ¢354l oda O 9 L oy



8 yotieicn 4l Sl gdall (yal

52153 9,01 o a1 5 ol Lo a5 S el 3 o 55 6 LT LS« Lol

Sledl o 2l Eel) ASe asltieial sl and Slg B, OF sy
3 P i | USCal) (S5 (B mll Sled) (3 Jaes 3 jlus 0SS U LG5S
L A bl B Sa S5 W13 ols cad 53 5o sl ol glall a3
JULy 3l oo 1,28 i 15 oo slall U 3SOUN gl 585 b ¢ oo shal
5500 Lalaze e glall COIS 13) 5. Lgman o o glall AL J) Jgun 1 Jo T e
S ;2 g 5 o e liall e 3Ll 3001 5,08 (3 LghsS 35 duleom
Y a53,8 i~ Yo e 0L S il oo Lalall 4 pud) ole lall
5% O3l e OIS 15] Lo alto 5T s (e Tl 5 Lgie 20 5001 3,201 wlans
i i e et olaslallada J2ad 3,80 oM e o1 BY dulu ol slas
J=3 o S Sl L 4o 8 2l ead g2 iS U (35 Lgnle
gl A5 Uaaly iy g5 s 3 0 pl ) s e i Lo LI 5 13!
5 AL

i1 Ol pa s A el ol gy U OT 8L i 2 0 A3
s Lobl U051 354250 O wlelas Y1y 501 Jsy 1 g il
oan ke s ede cpl moy ol e s Y1 ey ea Al oy Jad
e e alzeY!

oYLV @S & gd>] = (Qualcomm) & 5 ng.:\.:é.':.]\ﬂ.ll\ CJs QTJ.’.; M
Codoll ads Bolidll a2 L8 (33,02 @5 (pe — s=ell LY ) 3
dygaslo 8,59 5 ol O glany | 518 201 &5 gy 5alel) o g2l L o5 ¢ il s

22004 35 7 3 alay 1 O 554kl 215 2a (1)



B s ALy Sloglatl (yal

aipd e p U kel 5 e e STae dad oS5 @) Al eldY Late e Jga
-(1 )éﬂ-ﬁdj"-é" 4yl OTJ@;‘A&S:)J\W‘_QL e

(Bank of LS, jel ey s ot andininy J e gl G (O)
18 25 al8 )15 cuslie s slonsl o gualdd Uia 0525 ¢ il 5115w (40 America)
DUl et e et

S lelas] v U ga ol s> 8 S e dmly 3 ()
O S il lagnd)

A sy Jgez O sl 1600 18,41 3 G s ()

Loie 8 -l ol LT s, oS0l JUas U L e 38T O puld ) 05805
Ly Sledt Gled )t el ] 6 ey Y cOltab YL andticius iy
Caale e L) S5 U8
A ganall il ol dlas [2]

Lty moloshall Bt 251 e UayidS = Upast) ol s plas e
Physical Security &wd| Ll Bl il Bl glly ci syl olel 2 Y1 oo
Flo s Lo Lgwe Ol alel 1o 00 SO G ey s 231 e Ll 2 Y
Azl (colS 8,8 coledly jols sa oLy o) 3V 13 e Godatl)
S

: t; jl\ @ Data Confidentiality in an Electronic Environment : Ol sy Jias (D)
http://www.nysscpa.org/cpajournal/2003/0303/features/f032403.htm

.San Francisco Chronicle, June 28, 2005 (2)

:cbl\ L} Security News Highlights : O} ga Jie 3)
http://www.inspice.com/aprod-code/doc/ITR-laptop-theft-news.htm

.Time Magazine, January 27, 2003 (4)



5 s Ay Sloglal ) pol

Ll el a1 ()

genl e Codd) paiin LSy colel 2 Y1 oda e sde Sla

e 0555 St Ay puald) 31kl coleplall Y Aol dlews po s (1)
Lot 5 il dganld Ll ot Sle gael) Canas dlnd) odas 1 58K
sttt O pealdl J) e b Aol 35201 e e aboad S

U pod 3541 AL il goadd oy o) SLYI 52 @5 5 (2)
Aed S 5 5 L)

Legd s 55 o) o SLe 5 el led ey ¢ gl e ka5 (3)
Le) U ettt 5 302V @5 e o0 740 O e Jo5 Sleliam V1 OV ¢ D gasdl 5542V
D% 5 0 B ) LS 3 o

ey sty il e Ugadl o ) Gk el 2] o5 (D)
OIS/ PN PRI § K P 3N (VR T PR PRSI PRCH NS (P
o5 Lo g 05 03 ¢l LA 5 ok 33561 85 o Sk
DRTSPSEN S RPN ) [ PRUNEIERE P Oy S ESFER RN A Spe Y
G el 3,501 LeS Loyl Lils Clae J] (355 ) sl 3351
Sllas Slay Glehl B J) 65 15 53LA1 5 ) guate Jo15 o L4141 5 ok
e LS 5 bl Sl e Aol U 0a) 5342 V1 85y 3 O ganaieta 31 31
ol gty Ol E 3yt U el 55 V1 el el b ol alasal a5
bz ciaeVl Olel 2 Y1 Caniay W 5ua ol oda OF + Lgie LY el
@M\ydﬁ@\oﬂ%yqudv\:ﬁ RO ITHEV PRYERFULX

: C;)M 3 Laptop Security Guidelines : O gy Jlas h
http://labmice.techtarget.com/articles/laptopsecurity.htm




B s ALy Sloglatl (yal

oua;ﬂgqmm@wwuoiutz;\j (3501 5 25l g 4o e
colelWl J) Pdl ogde Jgum sV 505 colputdly ol Z5l lel 0 5562 Y)
LI 0586 Olsedl o 3amdl OY el ¢ al sue ax olbladl SIS 13) Aol
& o) e el Y slese 096 3158 Jp b 0T LeS e Y1 s 3
oo\l bl

£ Olezl B dgd ! el (s dgatt Sl e wlinale x5 (5)
Sy Sl B e me Y 8 s s olialll sdas 65 caall (g 058 O
e Dlelas] st g 38y Bl a2 13) Lol conls il 3 png 3
T Lgdle e (1 85l 35421 0 79T 0L (G e I ol
Dgle Y i Slials

g5 N 058 dsel Sled! 3 Tl o slanl) dbleml s Joe (6)
0555 St 650 Sy il odn s OF ety < Sledl G e I 3 L)
oo O gt LS 5Ll 3 052 5 Lo pe o Bl J] e bl Y1 e
e 33l DLy ST e Gy — g 5 OLS Lt — SLed | cUle
G 135 a5 51 LoV Sl Ol - (3 5T 5le ) Lot 5 201!
AT b G abla Y1 el Jos e Eud|

3 el Le GU3 OV €30, 511 5l daial) & ad e SLed) Jnns (7)
S o B 5ledt Jla) J) e i 28 Ll O A3 ¢ (b yon 13) sl
L (5 g e Sl OF CitaSon L SLedl 63 e 38001 il 135 ¢ Bl
(oY Sl Sl ae b)) 3 inn




5 s Ay Sloglal ) pol

Tl il (<)

LSl ¢ & gastl ol g1 led LaSEN (S ol il )t e sue Blia
Hlgenl e Coud ai

e Jsmadl o e Bagr cprad g8 g e S alusel (1)
S b Joad 3330 038 5 5L 8w s 3L G D3 ol glall
S BYRONCH IS

<(Smart Cards) &Sl SBUadl 2o Ty sl Bled) Slsl ] altseead (2)
UG e gy adseiesld L o) gl alladl e suatall Ciy il o gl
el Wl ods Gl aad (3 L23L W8 5 dea ]l 2o (Biometrics)

loghall g Ole A (BIOS) (ol platll 53 55,0 el 105 (3)
Ay Ll 5o ) o Sl 3 45

T o o St J5al SLedl dnlis S i sl Jee (D)
7o 0555 O (1S5 oo w38y J pesdt ol LS 5T el JLasVL,
e 550 5 .yt Slgand) AU 38,200 ol sl 5Ll (3 652 a4 Jadll
JLaI lgdt alusad oL ol Losiad Ll 6 s > (3 redaS sl )
3 252 5M el b Yail a3 5 5 el 0l (6 ot o 1 A5t
loghas gly (= a8 J @il o= 5 gl Sl x8ge e loghas )65 ool
(ade Slg 05l ki JA1 1a s B g ) Sl gl el JI (6355 28 (5 51
(50 o) o Y e 505511188 il cdb )y (VLIS G g
NCTALIPE N

el (e Ao e 0585 08 1a s Sled 3 853l wleplall i (S)
|



B s ALy Sloglatl (yal

G 5l ol lall Il dmaseadl inled ) O)ds alusul (6)
IS o ez Y1 O pag Bl el ey ¢ el (e 5Led)
SlJ3s ¢ A get) ol g ol Ao 1&5}.& 0% 41 (O guld | 552
7S5 S el BS L8 e G pdied Lo LI Ll ol 531 0Y
ZS-a3b e L1 ¢l g1 LSt LB 3 AL B s 1S 800 e
Sl el 4 7,2 05 J el Sledt 805 i Y e 2ol 5 a1 e
Sled T LRy 6 dle o Y Ay aday g (dS 20 S de oo\
REFUVRE I SOWRE PRSI [P I PIIU SVIIT RCI DE S S SN POvY
LS e ol Jerd G Ll O
5 Y1 3 D) UL e alsel L) L)) el 2 Y s (7)
15 5 il pe J)lae] ol dyedl Sledl a3 280 e by (U past]

an Joas 3 UL b e Gkl
gl Bend) il ()

T Ll (el aasell sl O sl | Slione &2 s

P b S el oy (U padl ol pol)
(Universal Security SI0t) = (gams oL~ a2 50 (3 Ja 0 (01 OLYI el (1)
5 11 edgy 3530 T pastl ol g 0 780 1o 38T 5 ¢ J pasdl O pldly
ot A b ety LS ((55) Sl 3 S mio skl Mgy JoSU1 s e85
Al 354 a2l el i Y el s Yty ) e sl s L

: C; 3« (3 Laptop Security Guidelines : Ol g Je (1)
http://labmice.techtarget.com/articles/laptopsecurity.htm

http://www.computersecurity.com/laptop/cables.htm : C; PR 2)



5 s Ay Sloglal ) pol

.sgéw\ U,AU\ a&-@.ﬁ 2y S 42{.:“&1\

LY el 1(55) o3, S

3 5 Ul ol s B o oV 0 740 0F JI 6,81 01 5w (2)
Jole sl ¢3S 201 3 el e en JLIL Gl ¢ Slgand) BSOWTES 21 s
Ma o deoellp 38 200 Jie d gy opd e (o) 8Ll e 1 (L 25
0555 Ol oty Lgele e o g okt (Docking Station) <5 a2 pdderas
oS ol Lgd 055 01t LS cale a1 CoSUL 2l 2eSi2 dasd

el Ll V) e b S Y ot L el Sl L
Ll LY (U pedl ol Jod Laasll LS aluseal 22 (3)

.J)@\g}w&\ﬁfdsjc—;‘xﬁ-jj
LAl

DTG ,aT 8 5 Lgrn 458 e Uy & gas) ol yib] il dny o
Sl e o 15 O el el O Sl Ol . S



5y ks Cilosdall (pel
el 3o O 13 Lo g ¢ ol ghall el (3 Al b1 301 e U3 0,085 O
LSS B2l







KLU Adadll Ul
Wireless Local Area Networks

— (WLAN) Llazl 502 0L oSS ol = A8l ol i)l oS
S B My LS 5 D s Lol Ol L (WiFi) ol Lo (3l Bl
A die leaa s A 5 Letlw 5 WS IS o, el I Sl g
o 2ST0L 22006 ale Jsls 4 J) Limd) (Gartner) de pog \gael Lul s o235
LU SIS JUaS 331 skeally 33550 0 58 B gl ) Lo

PO aLaally 53 550 & et olonaldl ds OF J) 5 31500 s S35
S (3 50,1 s o il ada 33,5 Lo 280 85485 &S oSl JLas
ol e Sl 22004 ale e slal ol ] Lad Lo aggo Le 5 i,
SIS al) L SISl Lol L L5 ,0Y1 sl S LY ol (3 gl
 JA Sl 2Se s S 5L oy (U1 (6 il 20 3 ASLUI
ASLLO) A0Sl Gl L

b e S n S g Ll Ll a SIS B 8201 0

S sl ol e paldt § Bladl sl e s SO Jlasyl 38Uay (1
O Line o LaS5 e lilallS ¢ SIS BSctd) (3 | pime 0555 0F
U posdl ol sl Ll gatan e Bladl 0l 33550 S0 D gl sl s olane
Ao 5,500 058 Ly s 5 e o Db (6 Y1 556 Y1 51 cBUadl o550 L8
S8 I S JLasyl @p,S #1531 a1 (56) o8, 201 G5 . dlasY)

" Swisscom Mobile to launch Public Wireless LAN on December 2002" : O\ yay p /& (H

http://www.swisscom.com 197 nedia/20020924 EN.html : C; jl\ L}




5 s Ay Sloglal ) pol

RPN PR By PRREEM

.@.»}U\ Jla) Bl :(56) o3 S

Sy ol o Ll 5 B UL )8 JLasVl 3 dlay juamy
bl G Jeo ) e b LS

Sher 2y «(Access Point) oo odoang 1 38l J) d gl ikais (2
Sl gl Jlgdi s (ST o3, il G LS ¢ i Slsn 4 i
Jlas¥l wlBlay 555501 5562 V1 5 J gl 8oy UL o) Aol 5 481
5 ) oo ekl ods ey L ALWI SR (3 LS5 oLl STl A,
(58) w3, JSall 3 LS (S 3 b lls

AN () J s el ausis @) 8 g1 ul (5T 0B, S
Y1 e phall 22y AL A2l day s OF (3 8 5 Ol odans 3



8 piiicn Al Olaglall (pei

S eV Al J gl 2 Ly s iy s ¢ oo ) 382y ol aladll
VNSl JlasV1 AL A2l 3 Sl ST S g 5 ccd w1 3
s 1 VNS 3 Gpeddvaal) 5 Se LS o w3 I J el
ASLO B2 5 55 LD g ) 3 )

165 @ bl 9 0y
AN ) JR L

S ENVIEREE 3

AL Al ) JAd Ak Al 2K A by ks
() 3

d}?: iy 5DJ}A &SL»Y M (58) ('j) Jg.&}\

O}S{J L.';JMYd\..,m"\Quwzajfsjpiﬁbwuydpd&\adﬁéj
(59) @3, S 3 LS aSal IS



Mmu@% @
W, A

(J g il O gy ey ESIY 35 :(59) o3, IS

AL IS0l 5 el aiia (85 piixall uplaal)

21997 ALt J1 SLadl it o2l gt | GV Lais 5 a3
MHod &3 liol go J sl ds o) (IEEE 802.11) Sl g 35Y 5 gl ()
R e a8 o e dadol e Wl SIS By 1S5 LS e 6 031
33,5 Glas 3 Jond SIS LT LS a3 3 Lo 0o 2 55l ol ¢ ol sl
G o 5562V am e S A0 s Lhatt Mag ¢ 55 ,alns 2,4 6,5
odon M 5 A0l A5 Gl p g ¢ g g SO 3 3] any oo ¢ s Glal
@Y jasle (1) o3, Jsas G5 Al liwl sl s J1ss O gl
gt Y Sl ) ailas



8 ysiin 4y Olaglat! (yel

S OIS i) Slino! o aY Bylie (1) @By Jgtr

<Al

RV

Slai!
&3 g
Jos gt

ad

JB A

<Lt

EEI P
T

Jj D VY% W g
PV B (A
sl ol JLdby
b 7log FCAY
Ll s, S
Sle Blae J -l
lasl
Oly 38 s e
BSadl sy Lo
q )S\:S.l.w))d\
Jeddl s Y e
i gl 55Vl e

ORI [ HA (P
IEEE 802.11b

ola el A5 .
0B Aoy pl2
J SL7RrR U SO
LSl gl ol s
ol_alS ssu i
85y @ pall
e 3 .
det—
O skl g 41
A Slasl gl

L5

>

O s—ke 54

LW/ ias

IEEE 802.11a

Ll se Joiss a3 280wy olsSms Lo bt Lage e Ul 0ol ol sae (1)
OF e ot o)l LS 5 sl Sl elias] Bl 13) LY dwdolie 1680
gz ol 8 MW\@.@T@@QT@;Q@ Lagilr go J5los
sl e L bl gl el Lgp 7 el ol sl siie S LS 56 (55,1

RUICORAL



5 s Ay Sloglal ) pol
e —

RIS PRV
IEEE 802.11a

314 5,5
2 s
LI

FEPNUECL VISR I 3 ) SRy W S
JVER B P Y W Pt A
guE A eladed | s obs Il
BeS JB As | Ios Lot 321
wliss o cdandl | LB o s il
ol sl | A lae o J gl
o —all ol dleS | 4 uldlda ol e 24 0 11 IEEE 802.11b
IEEE 802.11a 5 LW/ a5
P YV I
el PR
grabliens s S
Sl e Y e
i gl 55Vl e
W PVIPN S
IEEE 802.11a
JHlise o e gis o
s ST ]
el ks ¥ e | sl ol Il
2l 1 352V e | Iods lat S8l
ekl Bolsl) o | BB e il 04 | o, 154
IEEE 802.11a e J}.».,\__H S :\?’w\/w IEEE 802.11¢g




8 piiicn Al Olaglall (pei

LB Lggee s Gl Jpdd) (3 Ll ol o) lawol 5l L5 J) s
e L5 0 pualdl 055 OF (6 ey Ol gl 5,2 (3 22 ) e (W e
JIEEE 802.11g 4l IEEE 802.11a &l i)l lasl sl
A.SLOU) A0 Jand (o€

by Lelhas @3y b GUISS ¢ dapy LS L1 320 @b S OF LS
sV @Blay 555 71 552 Y1 5 3zl J) J gl ddas J) U Jla] dny &
:gliuc).u:w\cbjg@“;‘.\czw‘gﬁ“w\

Lalaie @l e 255 280) liag S J) Il i J s B
APTPSIS- PN

Ao lus Tage Sleslae Lglb 3 652 Al Oladl oda 55621 iy (4
Sy Lo leplallodn wal ey JLasW g 265 <Ll o 554!
£ Lo 525 ((SSID) 1 euly lazsl b, &I «(Service Set Identifier) : el

A e S s
sl Lgele Jorw ol sladll L) Jlall ozl g5 LS (S
PRI

eies5 ala alds 283 SN ASCA) s ALl Sl )1 et
oS Bde il b 4 s el ol ST 5 ((WEP) ey bzl O
ASLLOUN AL gy LIS e 3L e lgal)
AL G Camaca Jalss

Le e L5 oo 1S Toie 280Ul ) il O o ae L Line o
B A3 oda O LB 1) 233 S5le ) 5 clmaslie ana Bl Llle ey
RS O eldy (ol e g ol Min (350 5 bl Canall BB e S 51



8 yotieicn 4l Sl gdall (yal

O 090 ediln & sl pples Lot 3ol (ASILY IS8 (S 5 J Osnbty
s 5 ¢ Lgtgd Bonomal) L ally e Sl Jroe S0 L1 ol o 0550
A e 22004 ale B st 5 dial b S L] J) L 508
(sl el Agre oy JS LS e asell OLY I 3 o pday o1 2 il
SESWRES P SNV LUH PSR [EIPE SRR R ER PRI ROIER S RO P
e eis LeS L olezed e a5 AL ISt 0L wolsl i L)
Ll (6 st O Lof LI Szl 0 750 5740 cule 0T JI o iz
DEIEW e Bkl e 65 6T Led s ¥ T 5 o L

5 oMo alasal Lehee S5 Slamdl oda e 1,38 0T oa ST s e
W e S sl (3 el 53 5% el

PS8 el Jlar] (85 cBaaae A5 A2 oo L

iy (1S OB e s ASILU) A8 S 5 s o (6
c oo glall el A8 D53 o ed ) otV e oa OIS 0l iy 5
Lols = Slblie Y Osng <aS 055 m ¥ — OVl e 128 3— ols JUb
SIS (35S Lol 35 058 2 oo Sy — Bl el iladl
L e 039 LoV (SSID) ded 4 15 U3 Ll oy L 5elBT 21 2SI
e Y slad) oS 13] 5 SO B2l 3 Sl a W e Ll e Jo
Lo 1,8 3l ¢l shall el bty Lk 55 Y Les alas S5 Lo sud ks
ol 3 B e Wasadl Lghl e 093 ASILY WISt oS Oyl o5k
YN IS8l A e ESIWOUN A IS 13 1 as sl oY1 058G 5 le sl

Informit.com, March 2005 (1)



B s ALy Sloglatl (yal

oo Uged) g Lgnalbl 2l Slebull 3 Luis 3,38 b ony I3 0V 5Ll
el ool 5 425

colelly ol all o dm gnie Sl (3 320 JI gl BlE o5 (7
o ke Jg o Lgblael Coall 5 Lgnd g e sl aseds 6T OSGL o
(Fe I gl 3 sl @3 ¢ olendl

(Denial of Service) dodd! Jodans J) &35l lazmg U leio a5 @ g (8
Moa oy Lo slal) sl (e 05018 8 AUl il sliae] Jag o)
ollze Y LSl SISl o o xs Lo plasT e doay lasedl e 51
: Lgan]

i lall e (633,53 Lk e danad ASI LW ISl o) @
3270 QLB s (e (o 2l A g S8 5 UL A pbline s 145!
Mg ety Glestald 253155V 30

G ooty A S sl a0 22004 ale B 3sl W, (0
Sladmdl coSe 5 gl el dgas s oS LS eV sl LY I
Slazdl oo 35l — IV 58 M @l y5 dedd) ans lezea OB ¢ J1,d
O (e Jau Mos 5 e 35 Ul o1 om Eom e — Bl el 1 pltsenaly
cOlemdl o § 93N s O pkezag 19,00 Gner gl (ye 1S Iode

Sl sbas Yl sleail Lles by U1 U 6S 959, eonmas § 135 Bla (7
3 e )55 5 J sl dls Cpy LY urasls oLST & Line o By 30210
o bae Rolame 01 e &35 58] lia J 0l a5 AL JLasY
e 5Vl de L dage ol shas Lol & 52 liadlodn O g



8 yotieicn 4l Sl gdall (yal
oda Jle)) 3 A2 ) Il Ak janid s JLaiW Ll By ¢ DY)
ASall U5 il eliael o Jlas¥ e dlbloeal) Lhas 52 ALl liadl
Lo Jln el ciuledl e 55 (6 095 S Sliadl sda hed 1 Lo 1 O
Il @ lgeld e a5l JWIL 5 clebr )l e dypn o = alad JSiy = Jay
s ey Sl VS Joskt 5 (i) J ol dbE dpa Jod 5550 Sl
JHany 5 3821 Jas iy W 5 e JUas¥1 o) B0 e 01 5562V ar
ok

@\&mw\j@ﬁﬁww&,ﬂmwa_@ywl@i 9
ol 35l 35w ) L5 ¢ ol (S0 ol 205 LS ¢ olit 50
it OLb Lplas dack oy ASILY s S Ll @ Lgal) S
SN A il 5 g g CaidSS L el adid st 35021 1 gl
S Jls Ll o LY (6,505 5T aliseiaaly oo Lgll o 53 Ladie
((WEP) a5 aldas aldsvraly Lgnlem oS5 DLl o J1 0T Ly e a8 5380201
oLl 5,05 Lgte (U ool ol 3 Cino bls Sla 06 <Ll U S5 LS
Bl ais b aSs JWL 5 sl les 3 pdbell bl B jae e
Leazdl
AL i) Aglas Jilis g

O il Y ol gt e sie S ASLL o Bl Clas
I Ll G Leal Jlar)

el ghall el oy Led g salls ¢ pond) 502 Slibiws pioy (1
ore Joladl 5 Gl Glassy colulad el dad oUT o5

ool o5 e 00 5 Law 2SIl olSmadl OF s sl (2



8 piiicn Al Olaglall (pei
w.dwv\a@rgﬁ\yaﬂbmq&@‘s\,g\cuj‘dg\m;;qm
o ghall oyl peas el 21y Sl 335 @ SIS IS 0T o uST 2

et ey g2l s £SO oISl oolal 1l sl Y s (B
Al Ol glasl) duai i O 4S5 O

s gtie il Gl GlasY Closlall oS 431, (4

0555 gt Al JlasVl i Wb wio 5 ) @31 sh) Ll &)
sLacll 5l cocdl s Jl e g bline s 16801 Lty 0556 LS« de 2lail)
I DU o b ki ) 2 G b Lol (O 8

el 58 ot Laliil 5 Ayl e Gl Y58 55 5 it (6

e sl
LAl

A 5 OF sy LalSS) S ¥ 5,288 ol e (SIS Jlas¥l 382
SN Sl 3 o 451 9 4] 4l g s ) 5 ALY IS Wb ) 3Lia
0L e plall Lalasy |zl e Sl3 e ooty 15 Loy ¢ 2SI L2 3
LeS ¢ =My + L) — AL il Je b el wldadl 5 o8 2l e
ROVt EAR PN IPRC WA C@Lﬁxoi







Adware
Attachments
Attacker
Authentication tools
Automatic Updates

Availability

Backdoors
Biometrics
BIOS

Black List
Browser

Brute Force

CD

Computer
Configuration
Cookies

Crack

Critical Updates
Data Confidentiality

Data Integrity

aha

G sl e sl Pl
SN/ Sk Eoul
552 3l /iy gl
L Ol gl

L) Al
Ll

15 yed| LS

il a1
Llaz Y G bl
ol o3

Oyl

LU oy s wlabe ol elasl
@M

i A ol sl

ol glall & o

o glall (oS5 51) dedhes
209



8 yotieicn 4l Sl gdall (yal
Decrypt

Default Configuration
Denial of Service
Dialog Box
Discoverable
Docking Station
Domain Name
Download
Eavesdropping
E-mail

E-mail account
E-mail address
E-mail Best Practices
E-mail client

E-mail Filtering
E-mail Server
Encrypt

Engineering

Filtering

Firewall

Hackers

el Ll

oY gl gl
fadd| oo

Sols> Osdee
LS |6 ao

Uil ol

Szl

EEES) IR
SV 4,1 B pkis
SN Ol

Jobal 3 Jozil
Jeerd) 29,0 Gauj
EEESPIEE
S ol

Ly
Zelaz Y1 A !
il 4

Ll ld

O sladall /s i ol 3



Heuristics Engines
Hoax

Hotfixes

Inquiry

Install

Installation

Instant Messenger
Intruder

IP Address

Junk mail
Keystroke Logger
Laptops

Malicious codes
Malware

Master

Message body
Model

Network Address Translation
Non-Discoverable

Packet Filtering

B s ALy Sloglatl (yal

Help Desk

A el @ S0
sdelull el sl 08 2
IS EOIN S gl
g o) S Mta|
Dl

S el

prlel!

O slodd odl o3 )1 Ol gaad
4 s et )

U g Cannl 9|

B sl I

B sl I

o

Dl I (g 9o

Sk

o e sliall

A L UL iy e a2



8 psicn dals Slaglatl Q.ni
Packets

i 5 pS) gyl
Pairing Ll i
Password .

Personal Digital Assistant

el o3 ) el

Phishing de sl e il
Physical Security sl L]
Popup Y ] L Gl oloninal)
Port Social oy e
g5 Bkt
Product ID
C“w el @)
Product Key . .
Proxy
JSo
Region and Language Setting A Ll o daleel f_\*’ i
< 9 J

Reversed Social Engineering

Sl Lo Lz Y1 Aok J)

Router i
=
Scam .
C\Ja- J.o.c-
Screen Savers s elals
y ()
Script Kiddi AT
cript Kiddies ZJ’AU:-\ G""J’?ﬂ Il
Security Updates PR S LA
[
Server S
(‘5
Service Pack
Lot a3,

Slave

ng‘



Smart Cards
Software Fix

Spyware

Standardization
Stateful Inspection
Subject

Switch
Synchronization Software
Target user

Tools

Upgrade

User name
Version number
Virus
Vulnerability
White List
Windows GUID
Wipe

Worm

Www

LSV U]l

et

Ll sl pdadl b s dnlie el
Sl 31 1

Vs 50 55

F.MA\

(Q.’eL':J\ Ly

Ggedl

el @l gaY!

L5 ) ol ylas)

gl (ol

el @,

o3

g

Lol LaSWal)

Sadus pllad bl iy yadl 65
e

5393

AR PR CA]



5 s Ay Sloglal ) pol

T e PRt
10 L O Ly oK
16 SN V-7
16 e s mY s e i [1]
17 e s Y Ay JuasY) G b [2]
19 o e lalls aalacl) 5141 [3]
22 e Sl glall ol b S [4]
23 i g SOV Slamdl i) a0l olal [5]
26 e, Slasall b UMY jslas [6]
3L o Lol dwdid)
Bl e Ll s i n [1]
32 e Aeelozm Y dpwdid) o sholy Olamdl il [2]
B et Al ]
3G e il nnal)
34 i Felar Y Guwdibl plisszaly o bl C LT [2]
3 “(Persuasion) & L5Y/ sl =1
38 e, “(Impersonation) iwaseidl Szl sl —
B2 e
A3 39 A &S
A3 el s ety o [1]
AA oo 3 S s [2]



B s ALy Sloglatl (yal

A6 )y M LS was [4]
A9 Gelaz V) ddid) pliszal [5]
A9 i ol o sl caadly el [6]
5L e SR UEWLSRY AN RSN )
53 e 3 A B8 e el Laled [8]
54 o Biometricsi, 4| _ewlill [9]
B LML/
ST Rer-) al !
5 e i) el st il s [1]
3 e ksl 51 [2]
3 e, L alaYl 6 b [3]
B0 e LG, G b [4]
04 oo Lealial g olu gl
65 e el sl [1]
66 oo L, T [2]
67 e OISk [3]
67 e ixde oy [4]
B8 oo O S o) iz V1 [5]
09 .., a3l o) Yl
69 oo el [1]
TO. .o lelae 2 b [2]



5 s Ay Sloglal ) pol

L aesld) sl il
T oo w6 G L [1]
TO lealal g G GA )
76 ..o el sl [1]
T e Ls aloy 4L [2]
T e Ls Dloy) & me S0 [3]
78 e L6 G b [4]
B oo, ixde oy [5]
B oo 1oL/
83 e Ll Oyt
83 e Blod! s ais [1]
85 e, Salad) O, Lews (S [2]
88 e Blod) Oy #1551 [3]
O oo 1oL/
03 dwd J g bl 52
03 e (NAT) &3 815 S [1]
OB oo (NAT) &5 Lens (S (2]
06 ..o (NAT) plbsaznly oY1 i CaS™ [3]
96 ... EIEY]
00 SEI g
101 oo (Windows) plai (3 25kl Slyad) fus 32 b [1]



B s ALy Sloglatl (yal

105 ... 615 d 3 Ll |l g aslald) Slyasadl o) ) s [3]
JOO6 ... o)
T07 oo i)
107 oo i) g o151 am [1]
JO8 ..o Best Crypt ol =/
112 Fine Crypt zesliy =<
118 oo Seku sl pazs [2]
J20 ..o o4
121 oo UL el
122 Best Crypt [1]
124 oo Fine Crypt [2]
125 1oL/
127 it g ol @ as Ll
127 oo ASad) I e oty ol 335 el [1]
130 . alad) e Jo 5 sl clidsl 5 ol 338 Ll [2]
130 e =bas [3]
T3] oo o)
133 oo, Pl o
133 o eV ) mali s [1]
133 o ablam! i s [2]
134 ablix! B ¢ b 2l [3]



5 s Ay Sloglal ) pol

140 oo, 39S L ezt (G =Y [2]
142 oo ( E-mail Filtering ) (135,53Y! 4 53 [3]
144 i, 39S L e ol G b sl [4]
146 oo S ) Bk 3 2ie B L [S]
TA7 oo L5
L4 ‘;fﬂ\ t)
152 e
153 oo Y e &y
155 Lo/
156 ..o, 5 BN b gy S biane
157 oo chatdl gpad 1]
158 o rianal) 2nad Sl (2]
I58 oo Java Script BU-/ & ik
159 oo Java Applet U] 75
160.........ccooviviiiaiiain. (ActiveX Controls) 5] cixS I bt
163 oo iazell 21 Sslasyl [3]
165 e i) ol szl [4]
167 oo, iols oislael [5]
167 oo Virtual Machine (VM) 02! 3N jlgd) olslis) [6]
168 .o oSSV ol o [7]
168 oo il plisanl e 3 ) [8]



I70 ... e
171 oo ipaseid) iwd JI Sldslall
173 oo, B i) Bad ) ldslud) plisnnY deLall slex Y1 [1]
175 ... dpasetl) a3 ) litsled) plisany bl a1 o Wil 2,457 [2]
L77 oo 1oL/
179 oo & g gl
179 oo $e sl pa L [1]
180 ..o 0 5okl Jam S [2]
180 ..o & 5kl 3wl astad [3]
181 oo &yl 3 Gl Ll [4]
18T oo, gl Js p bl G b [5]
185 i, & gkl 4l e o mdl 0 ledl Ly [6]
185 oo 1oL/
187 4 g0 ol 431
187 oo 3 ol ol sl G U [1]
189 oo 3 sl ol sl 3l [2]
T4 oo FL Y
196 ..o LS ddst K
107 o Sl S ol S
200, AL S 85l o (38l il
203 AL aSadl aws oS

203 AL wIla) Cans b



5 s Ay Sloglal ) pol

200 . Sl oSl gl il
207 oo Lo
209 ..o Ko [RIESFIETY

224 SUSIH o 1 6 130



B s ALy Sloglatl (yal

IS e yed
18 o B Sy JLas) @b (1) e
19 E3 3El L= plisaly ologlall 55 40 0 op &l 1(2) IS
24......... pmall a5 o1 8 ) B8 wisn (3 Slar IS 1 gl 2(3) IS
A Je=dl asls (4 g I
Ao (AZPR) ool pldszal 1(5) o3, (K2
A8 D3N Al e Jsadt 1(6) o3, IS
S5O G oSt akus 3N adST (T 3, ISl
ST i)y aalST B ae 1(8) 03, K2
60, Al ) Loty b e LY 1) o3, IS
T3 ol dle, 1(10) 03, ISl
4 TP Sl w3 (11 o3, ISR
8O0 i 2ol Bl ) Gl aols 1(12) 23, ISl
8O eyl sl 2 ) Lo (14 o3, ISC2)
8l oo, <5 SY) rhane gl (3 OLYI (s s 1(13) 03, ISl
84 Bladl Sl oy 1 (15) 3, IS
4. Bkl s plisan A2 1 oy 1(16) o3, ISl
89 CISCO 8 5 oo el (17) 3, JSC2
90................ ZoneAlarm ;o Ble~ ks ) astadl (18) 3, e
Ol Bkl s e & 0 Wl 1(19) 3, K2
O4. NAT &35 Joe 1(20) o3, JS2)



5 s Ay Sloglal ) pol

102 S il ol 1(22) o3, K2
103................ i) P n ) Sliod) fes 1(23) o3, IS
109 Aanllele ) IS 124y JSCad
110, BestCrypt gob 2 15 el autldll (25) o3, S
110 i sley 555 1(26) o3, S
T11 o Al slesll jg 0 aals” 1 27) 3, ISl
T12. sasdl sle ) g0 adST (28 3, ISl
114, FineCrypt geel 1 e ) sl 1(29) o3, ISl
115 FineCrypt gl g5 :(30) o3, &
L16 .o phid) s alST 131 3, UKl
117 Sl ) o Gll) s e asls 1 (32) 3, IS
119, ety el 3 ik pdis 4 b 1(33) o3, JSad
120 Gibe i Jeolis 134y o3, IS
123 ekl ol 1(35) o3, IS
125 =l ol 1(36) o3, Sl
128 S el oyl 137 o3, Sl
120 . ol ol L1 (38) el
131 oLl ol 139y o3, IS
136 My W36 & el 1 Jlie Micorsoft Outlook :(40) el
137 .ot il dal 2 m )l Yahoo Lz gl (4] ISCa

139 ‘"})I&Q\J\ £ ) (%J&M(‘I'z) vﬁ)dﬁ.&)\



B s ALy Sloglatl (yal

150, Bladl :(43) 3, S
154l @5 Y it iy sliel ol (44 o3, S
155 S LY olslas] 1(45) 3, S
156 . s B ey 4 b 1(46) o3, IS
160 B Sty ol 1(47) o3, IS8
161................ SV my Jead o ail b asls 1(48) 3, ISl
162 oSS mp ef 1(49) (3, S
163 w5 SV hane 3 2 gbls 1(50) 3, S
164............. Lo ) gl oSy ) e o ) 1l 251 o3, ISl
165 3550 Wl (52 o3, e
166 read) o) 1(53) o3, Sl
170............... LU Gy i lie o Lol O e 154 o3, Sl
194 OLYI el 1(55) o3, IS8
108 L}L}U\ Jlaiyl sl (56 g IS
198........... 3G 1 s 3hii pasnd ) 3560 anl 1(57) 3, ISl
199, J s alady 53950 28y 20s (58) 3, ISl
200 (J3 3l O g) 2 2SdY 82 :1(59) o3, K2
201 ............ SLS ol 2l bl U1 oaY % 5le 11 03, s



5 s Ay Sloglal ) pol

QS e | 13l

3ISg Aol AR Ay pdy (5 e ks Sl sl al) OSTI 1la 0)
LU Blas 5 Slwlad 5 Gsle @al jawsdl 12 5 jawsll @l 5 Le
SN A 505 b 5 ot SO gl OF LS Ol ghall el ey
gl AL U L (3 il be s e alag 5 O 3L Ay s 0!
&5\'#‘ e et D
Oleglall L85 ale ke
AR PR PRI

e NK

2 e obeglall el JLg Baugde Colpd Bans Bals Aol dass o3
Sl bl e ety L1 G paasll fé ool aseall it L 2l
@jolmb.bﬁwwp&@wmgw@bg\g}wgﬁ\
£ 95 oSl 06 casdell 3 oVLasVl s wleslall i g (3 L1 5 4kl
degz g Cpeddendl (g 83 5 sl ol il yaa s el B ) (3 asuss
e 15 S
Gsload) Y L op b
Sleglall ol ale e
Lo gl YLV &S L%

ededeAK



B s ALy Sloglatl (yal

255 coleghall el (ools cye oS Lo ol e 0550 5 O e O
coalilly loulla all e 2801 Loy o 5 (3 ) 5Sin g e I

ol plall

E_;JG.‘ Q}:‘J’J‘ gr-
Ol lall Q.ai ke
é{yﬂﬂgodhdm&wﬁy
Sk

0335 ey A iy Lol el @Il J) s CLSUI s 0]

L;ﬁJ‘JLB‘y\&AL‘GjM&G—WéJL%&LUJSJ ww\wﬁf@f}\

o shall el e 0gh by yased 6N Jls ol LB IOl ol el g
@}\r@\ﬁh}.&:—

S ey la ghall cpal ke

AR



