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access transparency

.location transparency

(

concurrency transparency

.replication transparency

Failure transparency

-mobility transparency

- performance transparency

L e .scaling transparency
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Print and
Other Servers
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Web Server

Email Server Desktop
Computers
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Email Server |:|
File Server

The restof = — I E =
The Internet __— @ hﬁﬂi S — [ ]
Router / Firewall F1€ Server ==

‘\- File Server
g\ Other Servers
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) firewall

firewall

.thin clients
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.location aware computing

.(host organization )

.ubiquitous computing
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.WAP

Bluetooth
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-Heterogeneity

middleware

.Openness

.security

Denial of service

-scalability
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groupware

video conference
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Interoperability

OSF DCE

DCE

.threads °

.RPC: Remote procedure call °

Distributed Time service °

Name service °

Security services °

Distributed services °

OMG CORBA

SUN DCOM: Distributed Component Object Model
JavaBeans
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CPU Von Neumann

d 110 memory unit

Memory Unit
Input Device I Output Device
{Keyborad, Mouse) (Monitor, printer)

Von Neumann glags (358 gisal qeany gulall cligSa (1) Joii

.tightly coupled system

.2-b

Processing Element

.loosely coupled systems

2 .receive send



Interconnection Network

(a)
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Local Memory

. Local Memory
Processing

Element
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Logically Shared Logically distributed

Physically Shared ‘ Shared Memory Mesilan;zlgfs?sing

. e Distributed .
Physically distributed ‘ T T Message Passing
3

shared memory

processes
critical section monitor semaphore
.barriers
message passing
send
simulated message passing .receive

buffers

distributed shared memory (DSM)
distributed shared virtual memory

distributed memory system
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concurrent parallel network distributed

.decentralized

parallel

(Single-instruction, multiple-data) SIMD

centralized
decentralized

networked

Enslow

[Distributed system = distributed hardware + distributed control + distributed data]
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master

C5 C1

.C1

.C2

.C5
.C6

directories files
replication
partition
:D1
D2
replicated -D3
Partitioned D4

.D5

.D6
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symptoms

Computer Networks

Local Area Networks Wide Area Networks

Metropolitan Area Networks

Bus Networks Terrestrial Networks B Mon-Terrestrial Networks

Ring Metworks
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Flynn

.Single Instruction Single Data (SISD) e

pipeline

“‘ Serial Processor

CU: control unit PU: processor unit  |: instruction stream D: data stream

.Single Instruction Multiple Data (SIMD) e

.systolic

SIMD

Array Processor

CU: control unit PU: processor unit I: instruction siream D: data stream
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-Multiple Instruction Single Data (MISD) e

MISD |
cu

h-
L : ‘“‘ No real examples

- possibly some
pipeline architectures

n Pun *_

CU: control unit PU: processor unit |: instruction stream D: data stream

-Multiple Instructions Multiple Data (MIMD) e

MIMD

Multiprocessor
and

o
=

o o
Multicomputer
-

I

cu,

CU: control unit PU: processor unit I: instruction stream D: data stream

26



Parallel Computers

Von Neumann Model Non Von Neumann Model

Data Flow Reduction
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SIMD MIMD

Global memory

Cache
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.point-to-point
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PE
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(LAN, MAN, WAN)

( )

Tanenbaum

virtual uniprocessor

.file sharing semantics
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client-server /

1-Request

2-Answer

Client Server

send(dest, &mptr) :

dest mptr

receive(addr, &mptr) :
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mptr

2
.C 1
I* Definitions needed by clients and servers *
#define TRUE 1
#define MAX_PATH 255 " maximum length of file hame *I
#define BUF_SIZE 1024 " how much data to transfer at once *I
#define FILE_SERVER 243  [I* file server’s network address %/
I* Definitions of the allowed operations */
#define CEATE 1 I* create a new file *I
#define READ 2 I* read data from a file and return it
I
#define WRITE 3 " write data to a file *I
#define DELETE 4 I* delete an existing file *I
I* Error codes */
#define OK 0 I* operation performed correctly */
#define E_BAD_OPCODE -1 I* unknown operation requested */
#define E_BAD_PARAM -2 Merror in a parameter *I
#define E_IO -3 I* disk error or other /O error *I
I* Definitions of the message format */
struct message {
long source; I* sender's identity *I
long dest; I* receiver's identity *f
long opcode; I* requested operation *
long count; I number of bytes to transfer *I
long offset; I* position in file to start 1O *I
long result; I result of the operation *1
char name[MAX_PATH]: " name of file being operated on *I
char data[BUS_SIZE]: I* data to be read or written *f
5
1)

33



( )
.header.h
MAXPATH
BUF-SIZE ( )
FILE-SERVER
(
.OK ( )
.(K.BAD_OPCODE, K.BADYARAM)
10 o
)

(

Field name Field meaning Possible values

Source, dest

Identify the sender and receiver

Opcode

Operation code

CREATE. READ,
WRITE, DELETE

Count, offset

Used for parameters

Extral, extra2

Provide space for additional parameters
in case the serveris expanded in the future

Holds result value for server-to-client

Result 3

replies

Mame of the file being
MName (array) cceisid

Data (array)

holds the data sent back on areply to READ
or the
data sent to the server on a WRITE

34




-(2)

# include <header.h>
void main(void) {
struct message m1, m2;

" incoming and outgoing messages

intr; I* result code
while(TRUE) { I* server runs forever
receive(FILE_SERVER, &M1); I* block waiting for a message
switch(m1.opcode) { I* dispatch on type of request
case CREATE: r= do_create(&m1,&m2); break;
case READ: r= do_reade{&m1,8m2); break;
case WRITE : r= do_write(&m1,8&m2); break;
case DELETE: r= do_delete(&m1,8&m2); break;
defaulte r=E_BAD_OPCODE;
}
m2.result =r; I* return result to client
send{m1.source, &m2); I* send reply
}
}
(a)

# include <header.h>

int copy(char *sre, char *dst){
struct message m1;
long position;
long client=110;

initialize();

position =0;

do {
ml.opcode = READ;
m1.offset = position;
m1.count = BUF_SIZE;
strepy(&m1.name, src);
send(FILESERVER, &m1);
receive(client, &m1);

I* procedure to copy file using the server
I message buffer
Meurrent file position

Fclient's address

prepare for execution

Moperation is a read

Feurrent position in the file

" how many bytes to read

I* copy name of file to be read to message
I"send the message to the file server

I* block waiting for the reply

I* Write the data just received to the destination file

m1l.opcode = WRITE;
m1.offset = position;
ml.count = mi.result;
strepy(&m1.name, dst);
send(FILESERVER, &m1);
receive(client, &m1);
position +=m.result;

} while(m1.result > 0);

I* operation is a write

Meurrent position in the file

I how many bytes to write

I* copy name of file to be written to buf
I"send the message to the file server

I* block waiting for the reply

I m1.result is number of bytes written
I* iterate until done

return(mi.result>=0 ? OK : m1.result); F* return OK or error code

(b)

(b)
(@) -(2)
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receive

opcode
opcode
result
send
( ) read
READ
WRITE
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#define MAX_PATH 255
#define BUF_SIZE 1024
#define FILE_SERVER 243

MAC ) 2

Client

1* maximum length of a file name *1

header.h

1* how much data to transfer at once *1

1* file server's network address*1

37

i'J
-
1 dadlys

Server

¢ b
¢ ¥ ¢
2adh=l 3 ddle

MNetwork

(Address



Client Server
v |
o e
-
I'(:Jrn.[.!-l

1:Request to 243.0
Z: Reply to 199.0

{a)

machine.loacl-id

socket

250
.243

243@4 243.4 . ) machine.process
.(a) 3 (243
Mame
Server
«
3 3 1
L.C Jommal s J S« O« O
e T B i
|| 2|
4“—"—p» <
1:Broadcast 1:Lookup Ptk
2:Here | am 2:NS reply
3:Reguest 3:Request
4:Reply 4:Reply
() (e}
()
local-id
machine.localid local-id
.Berkeley UNIX
243
Client Server Server
o .\ S
.
s L r %
243.0 243.0 250.0
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broadcasting

locate packet

here | am

cache

.(b) 3

.(c) 3
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machine.procid

Synchronous
suspended
ZENGRY
.Asynchronous
(b)4
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.4-b

Address refers to
a process

Client
\

«
@

wi

;
i
F q

 Server

receive

Address
refers to a
mailbox

Kernal

et

(a)

.buffered messages
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.5-b

reply

request

ACK
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D - D

4

2
1:Request {client to server)
2: ACK (kernel to kernel)

3: Reply (server to client)
4:ACK({kernel)

Kemel

D D

1:Request (client to server)
2: Reply (server to client)
3: ACK (kernel to kernel)

®)

81
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REP

ACK

REQ

REQ

ACK

45

IAA

AU

REQ

TA

AYA



Code Packet type From To Description
REO Request Client | Server | The client wants service

REP Reply Server | Client | Reply from the server to the client
ACK Ack Either | Other |The previous packet arrived
AYA | Areyou alive Client | Server | Probe to see if the server has crashed
1AA I am alive? Server | Client | The server has not crashed

TA Try again Server | Client | The server has no room

AU Address unknown | Server | Client | No process is using this address

aanaiy Ha S
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Remote Procedure Call

B procedure

.read

count =read(fd, buf, nbytes);

nbytes

stack

.7-C

47

7-b

buf

fd

7-a



local
variables
for main

(a)

receive

4— P

local
variables
far ma.in.

' “hjl'léﬁ :
buf
fid

Return a ddr_n_-:-ss

read's
local
variables

(b)

stub

48
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Client Server

Client machine . stub stub

Server machine

/
* Pack bt
parameters

“* Unpack

_ parameters
Client
v
. = L"-H'Jach PBL‘.H - s
Return| result \,__ff“" Return
Kernel T Kemnel
|
|
|
|I .'
Message transport
aver the network
8
3
(7 )
read
A4
5
BETB\
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.10

IBM
ASCII EBCDIC

-9- windows

50



Stubs

Client machine 7, Server machine
i
Message sum (ij)
: sSum sum int i, |;
n=sumifd,7); 4 {
: 7 return {i+]}:
1
[
Kemel Kernel
sum (4,7) 9)

floating point

10 .sun
a
.Intel
JILL
BT 2y nn 8 o] 1] 2] .3 p] (1] (2] 3]
(1] | o | (1] | 5 5, | 1] I U 0 | o | 0 |
7, 6, 15 & i 5] 8 7] 3 15| i8] J
L Lo P T TR XU 1A ES U I Lok b
(a) (k) {e)
(10)
b SPARC
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83,886,080 2*2*

n+1
11-a
WORD byte
foobar (x,¥.2) foobar
char x;
float y; 5
int z [5] y
{ 5
} 2[J]
(a) 2[1]
z[2]
z[3]
z[4]
(b}
(11)
( )
ASCII 2
IEEE
ittle endian

52
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big endian
/
Windows OIDL
.IDL: Interface Description Language
OIDL IDL
appli.h o
.appli_s.h appli_c.h : °

// hello.idl: Interface specification for two procedures.
interface hello

{
void HelloProc([in, string] unsigned char * pszString);

void Shutdown(void);

}

53



IDL

.OIDL

pointers
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-1
exception -1 add (-2,1) : )
2
( )
3
(idempotent )
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exception )

at least once

at most once

exactly once

(

orphan
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.mutual exclusion

.transactions

59

deadlock

monitor



clock synchronization

.single point of failure

UNIX Make
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2150 input.o 2151 input.c
input.c make

2144  input.c

2144 output.o

output.c
.2143
Computer on 2144 2145 2146 2147 Time according
which complier ® ‘ : ‘ to local clock
runs L output.o created
Computer on 2142 2143 2144 2145 _ Time according
which editor i L ' ! to local clock
runs Time —» Moz output.c created

Fose a8 Cagll e ool alii. e Jhe (1) Jodd

%100
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.(input.o

.a~C

1978

make )
Lamport
make
input.c )
.logical clock
-happensbefore -
b a a~b
a b
b a 1
.b a
a 2
a~b
a~b °

62



concurrent b a o

C(a) a
.a~b=>C(a)<C(b):
b a
.b a
2-a
2
S 2 i 5
0 | a9 0 0 | a0 .
: \A\L 3 = 5 \1\‘ ’ 10
12 16 Al i 20 12 16 AL 20
> od e A 18 4. 2 |30
24 32 H 40 24 32 \_* ia
i = e 30 | 2 adjusts | 40 50
3 — 60 36 | isclock | 4 o
42 56 “'// = - .\_\‘// =
SR dflaw 1
48 64 - |80 48 /59 . 20
54/ 72 a0 1 @ = =
adlaw I adjusts .~ Al
o] 5 [@0]  [1oo] e T
(a) )
Spgaed e lea Je Jla (2) J2I
A A 0 6
.6 R
16 .
2 A 10 °
12 3 B
D 56 60 c .
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happened-before

61

a~b =>C(a) < C(b)

.50.1 < 50.2

64

64
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monitor

.coordinator

@ o @ @ 0 1V @
RE'EIUEﬁ Request,/ * Release S
.;.'. No repl .-'t"l
W
0 © o
-
Coordinator Coordinator
) Quele is )
@ empty (b) (c)

:):UT'I I“J':-.i:l.'l.ﬂ:..l'ﬂl sl i 58 gl el eall (3) J
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Ricart & Agrawala
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.OK

°
4
4-a
Enters
critical
region
o 0
ok ’_.-"' .\l}k -.Dk.
ok ¥ Enters
12 1)———>» (2 1 critical
region
(b) (c)
Vighitly Jia) dawjlea dee Jo JUu(4) Jod
0 )
2 8
12
2 0 OK
0 2 °
2 0 °
OK
.4(b)
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OK 0
.4(c)

n 2(n-1)

.2(n-1)

group communication algorithms
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n-1

bus

token
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point-to-point
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Token holder may - f,.-—l'~:"2 ¥

enter critical .1 ' = wa_h "
region or pass p’ o
the token
Processes 'I'_:_
il 4 ) 9 I ? )X i 1 |f|5_' | r";] 5, ’5 l'l._ 1
T LT TTTT] (9) (5)

Metwork \ ‘/ 5
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(a) (b}
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2(n-1) 2(n-1)
(Token) n-1 0 1
n-1 n-1
( )
0 2(n-1)
( )n1 - ( )
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atomic

72

.transactions
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Stable storage Stable storage Stable storage

Drive 1-
A

Bad

Oehen 2. _checksum

(@) (b) (c)
Fig. 3-15. Stable storage  Crash after drive 1is updated  Bad spot.

Cea 8 alaanal sl sl (8) JE
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:(AcID

74

-BEGIN_TRANSACTION
-END_TRANSACTION

:ABORT_TRANSACTION

-READ
-WRITE

-Atmoic

.Consistent

.Isolated

-Durable

o o



BEGIN_TRAMNSACTION BEGIN_TRAMSACTION BEGIN_TRAMNSACTION

x=0; x=0,; x=0;
A=x+1; x=x+2, x=x+3;
END_TRAMNSACTION END_TRANSACTION END_TRANSACTION
(a) () (c)
Time &
Schedule1 x=0; n=x+1; x=0; A=N+2; x=0; x=x+3; Legal
Schedule2 w=0; x=0; X=x+1; A=N+2; x=0; x=x+3; Legal
Schedule3 x=0; x=0; ¥=a1 x=0; X=N+2; x=n+3; Legal
(d})

LSS Ll Ly il Oie ) S

.private workspace

.blocks index

.shadow blocks

8-b .8
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Private
workspace
Original — — —,
II'III'.‘IER i"dex |
n ]
2

| 1 | Disk

Free blocks

(a) (b) (c)

Sl Glaa g laaials palall Jadl o Liad (8) JSi

writeahead log

x=0;
y=0; Log Log Log
BEGIN_TRANSACTION x=0/1 x=0/1
X=x+1; y=0/2 y=0i2
=yt x=1/4
x=y.y
END_TRANSACTION
{a) (k) (c) (d)

St Jaudl Jee Je JBa (9) S0
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9-d
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.rollback
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Coordinator Subordinate

Writs “Prepare” inthelog | __ _ |
Send "Prepare"message
Phase 1
gl Write "Ready” in the log
Send "Ready” message
Coliect all replies
Write log record A
Phase 2 Send "Commit"message Write"Commit"in the log
Commit
e Send"Finished"message

Dila e e il (10) JSal

10

subordinates

78



concurrency control algorithm

( )

.lock manager

.(n-read, 1-write

grain
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Mumber of looks

Time

ol e e S (11) L

1

.serializable

.strict two-phase locking

.(cascading aborts

implicit
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.threads

|r.'.u-de || data ||ﬁles |

|cu-de || data || files |

registers

Thread

Single Threaded Process

Multi Threaded Process

il jai g i (1) JEi
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1)

dispatcher

) worker thread

File server Dispatcher thread

rOCess
B i / Worker thread

[_" I E.rt_;lar-.su: ' I I I I ""I"'I"I"I -:
R
—* — — .
Request for— % .
work arrlives Mailbox Kemel
(a) (b) (c)

scheduler
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.team

pipeline Cc
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.workstation °

.pool °

Idle workstation

Uaxdl Sllas. T (3) JSEN Network
paging 1
2
.3
4
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Disk usage Advantages
Low cost, easy hardware
(Diskless) and software maintenance,
symmelry and flexibility
Paging. Reduces network load

sorateh files over diskless case

Paging. Reduces network Ioad
scratch files.
binaries TN

Paging.scratch
files.binaries,

Still lower network
load;reduces load on

file caching file servers as well
Full local Ha":_ﬂzf any "Eh'fuldtrload;
file system eliminates need for

file servers

Disadvantages

Heavy network usage:
file servers may become

botlenecks
Higher cost due to

large number of disks needed

Higher cost ;additional
complexity of updating
the binaries

Higher cost; cache
consistency problems

Loss of transparency

ialeall al Y1 alasnuy Adlandl SV (4) Qe

Jeadl Cllaa. 4

multicore
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terminal
timesharing
n n
Users
% Input Computer
-:__., queus L
AN —TTTTIT11] B> Frrisned worc
; —]
% System can process
Airequests/sec

Users generate a total
of A requests/sec

J Yyt LY zagaill (5) LN

gueuing theory
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File File service

.server

( )
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CFS

UNIX

.immutable

.NTFS

MS-DOS  UNIX

cache

Unix
[ ]
directory °
bytes
MS-DOS Windows
Attributes
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.capabilities ACL

.UNIX

upload/ download

@1
1-Client fetches file
Client Server 0Old file Client Server
New file Request
- ————
2-Accesses are 3-When client is

File stays

done on the done. file is on server

client returned to server

(a) (b)
Ll Claad ailiadl gl (6) Jeil

.remote access model (b) 6
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procedure.c (".")
nothing.txt C

subdirectories

.hierarchical file system

(E D )
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.orphaned

Lount of number of
directories pointing
to this directory

T Machine 1

l&— Machine 2

a0 ) edadl ol gia¥l olu (7) Sl

Naming

IDIE/X b

(>

.remote mounting
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File server 1 Client 1 Client 1
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File server 2 Client 2 Client 2
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(b)

i
A
(c)

UNIX

UNIX

WRITE READ

UNIX semantics UNIX
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Single processor
1 Write " Original

",_-"ﬂh':!
Y[a][o
®\a
A*B)
i~

2.Read gets "abc”®

(a)

UNIX Jie ¢ S e plas anaa e

2. \Write "c®
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Client 1
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albl
= n 1.Read "ab"

File server

Client 2 /S.Read gels "ab

(b)
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UNIX session semantics

.semantics

.CREATE READ

.Immutable files

All-or-nothing
.COMMIT 4alas PRI
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Method
UNIX semantics

Session
semantics

Immutable file

Transactions

Comment

Every operation on file is
instantly visible to all processes

No changes are visible to other

processes until the file is closed

Mo updates are possible;

simplifies sharing and replication

All changes have the
all-er-nothing property
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